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Introduction: The Inbox Is Earned

Picture the report your email service provider (ESP) shows after a campaign. Near the top sit two comforting figures: several thousand messages sent, and a delivery rate a hair under 100%. It looks like a job well done.

Those figures leave out the one fact that matters most. They do not tell you how many of those messages a person ever saw.


Sent, delivered, and seen are not the same

Every email passes three gates on its way to a reader.


The first gate is sending. Your ESP hands the message off toward the recipient’s mailbox provider. “Sent” means only that it left.

The second gate is delivery. The receiving provider, such as Gmail, Yahoo, or Microsoft, accepts the message. Under the standard that moves mail between servers, that acceptance transfers responsibility for the message to the receiving side.1 This handoff is what most reports count as “delivered.” It says nothing about where the message was filed.

The third gate is placement. Having accepted the message, the provider decides whether it belongs in the inbox or in the spam folder. A message filed as spam still counts as delivered in your report.

A provider can also turn your mail away before it is ever filed. Gmail, for example, says a message that fails its authentication requirements can go to spam or be refused with an error code.2

So a delivery rate close to 100% can hide a serious problem. If a large share of accepted mail sits in spam folders, the report still looks healthy. Many senders find out another way: email sales fall, clicks dry up, or a customer mentions finding the newsletter somewhere odd. Chapter 1 opens with exactly that story.


Providers deliver the mail people want

How does a provider choose where your message goes? It cannot read your intentions, check that your business is honest, or judge your offer. What it can do is watch recipients.


When many people report a sender’s mail as spam, delete it unread, or ignore it for months, the provider concludes the mail is unwanted. When people open it, spend time reading, reply, or pull it back out of the spam folder, the provider concludes the opposite. Gmail says openly that each report and each “Not spam” click shapes how it filters.3 Over time, these reactions add up to your sender reputation, and reputation drives placement.

That is the idea behind this whole book. Providers are not trying to block marketing. They are trying to give their own customers the mail those customers want. Mail that people asked for, and still recognize, tends to reach the inbox. Mail they never wanted, or no longer remember signing up for, tends not to.

The providers say this in their own words. Gmail tells senders to email only people who want to hear from them, noting that such recipients report spam less often.4 Yahoo asks senders to confirm that every recipient specifically requested the mail.5

This is good news, even if it does not feel that way on a bad week. The inbox is not reserved for big brands, and nobody can buy their way in. It goes to senders whose recipients are glad to hear from them. Every chapter after this one is about becoming that sender, and staying that sender.

Myth: deliverability is a technical matter your ESP takes care of.

In fact: the technical setup matters, and part of it lives on your own domain, where only you can change it. But the heaviest inputs to your reputation are who is on your list, what you send, and how often. Those are marketing decisions, and they belong to you.


The rules are now written down

For years, most of this was advice. It is now also a set of published requirements.


Since February 2024, Gmail6 and Yahoo7 have set two rules for everyone who mails their recipients: authenticate with at least one of the methods Chapter 2 explains, and keep the spam rate below 0.3%. Gmail also asks senders to stay below 0.10%.8 High-volume senders must do more. They need the full set of authentication records, and their marketing mail must offer one-click unsubscribe. Gmail draws that line at about 5,000 messages a day to its accounts, and Chapter 3 gives its exact wording;9 Yahoo’s page gives no number.10 Since May 5, 2025, Microsoft has required domains that send more than 5,000 messages a day to Outlook.com to pass the three authentication checks explained in Chapter 2.11 As of September 2026, all three sets of rules remain in force.

Meeting them is the entry ticket, not the goal. A sender who passes every check can still land in spam if recipients do not want the mail.


Who this book is for

This book is for people who send email for a business: a marketing manager, a founder who writes the newsletter, a small agency running campaigns for clients. You know how to plan and build a campaign. You may never have opened your domain’s DNS settings, and “DKIM” may mean nothing to you yet. That is fine. Each technical idea arrives together with the problem it solves.


It is not written for the people who run sending infrastructure. If you operate an ESP, tune mail servers, or specialize in compliance, most of the ground will be familiar. It is not legal advice either. The chapter on the law describes the common ground between the main laws, not what applies to your situation.


What the ten chapters cover

The chapters follow the order in which most senders need them: first understand the system and prove who you are, then earn recipients’ trust, then keep it.


Understand the system and prove who you are


	Chapter 1 explains why honest email lands in spam. Providers weigh complaints, engagement, list quality, and consistency, and attach the result to your domain and IP address. Spam words play only a small part.

	Chapter 2 shows how to prove your mail really comes from you. You set up SPF, DKIM, and DMARC in order, move to enforcement, and become eligible to show your logo through BIMI.

	Chapter 3 covers what Gmail, Yahoo, and Microsoft require of senders, including one-click unsubscribe.



Earn trust


	Chapter 4 is about building a list people want. How people join predicts how often they complain later. It explains why you should never buy a list, and how spam traps get onto lists.

	Chapter 5 covers sending the way a trusted sender does: ramping volume gradually, keeping a steady cadence, choosing between a shared and a dedicated IP address, and using subdomains.

	Chapter 6 separates content myths from the real content risks in links, images, domains, and HTML.



Keep it


	Chapter 7 is about measuring what is real. Open rates became unreliable once Apple Mail began downloading remote content, such as images, in the background, whether anyone reads the message or not.12 The chapter shows how clicks, complaints, bounces, and Google Postmaster Tools give a truer picture.

	Chapter 8 covers keeping the list healthy: handling bounces, setting a sunset policy for subscribers who stop engaging, and trying to win them back before you remove them.

	Chapter 9 helps when things go wrong. It shows how to diagnose spam placement, blocks, and blocklist listings, and how to recover.

	Chapter 10 covers staying legal: the common ground of CAN-SPAM, CASL, and the EU’s rules (the ePrivacy Directive and the GDPR), as an overview and not legal advice.




The chapters form a loop

Laid out in order, the chapters look like a checklist you finish once. In practice they work as a cycle. What recipients do with this month’s campaigns, whether they complain, bounce, or go quiet, should change who stays on your list. What your measurements show should change what you send next month. Skip that feedback, and the reputation problems from Chapter 1 build up quietly, one ignored campaign at a time. Thinking of deliverability as a repeating cycle, rather than a one-time project, is the idea behind this book’s order.



How to use this book

Each chapter stands on its own, so go straight to the problem you have. If your mail is landing in spam right now, read Chapter 9 first, with Chapters 1 and 2 close behind.


Every chapter opens with a short, invented story of a sender with a symptom. It then explains the cause and gives numbered steps under “What to do.”

Every chapter ends with “Check yourself,” a short list of yes-or-no questions. Answer them for your own program. Each “no” marks a section worth rereading and a step worth taking.

Provider rules change, so every number and rule in this book carries a date and a source. Appendix A gathers the provider rules into one dated table. When you want to know whether a rule has moved, check it there first.

No one can promise you the inbox, and this book does not try to. Providers make the final call, message by message and recipient by recipient. What you can do is send the kind of mail they are built to deliver. Chapter 1 starts with how they decide.
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Chapter 1: Why Good Email Lands in Spam

Picture a small online tea shop. It has about twelve thousand subscribers, all of whom signed up at checkout or through a form on the site. Every Thursday it sends a newsletter: a new blend, a brewing tip, a discount code. For three years the Thursday email has been its best sales channel. Then, over about six weeks, email revenue slides by half. The owner checks the newsletter template. Nothing has changed. The subject lines are no more “salesy” than before. A loyal customer finally mentions, almost in passing, that she found last week’s issue in her spam folder. The owner is baffled. The shop never bought a list and never hid anything. How can honest email end up next to phishing scams?

The answer is not in the template. It is in what thousands of people did with the previous hundred emails. This chapter explains how that works, and why it is good news.


Mailbox providers filter for wanted mail

Gmail, Yahoo, Microsoft, and every other mailbox provider face the same problem. Billions of messages arrive every day, and a large share of them are unwanted. The provider has to decide, as each message arrives, which messages its account holders will be glad to see.


It cannot ask each person. It can do something almost as good: watch what people do. When millions of recipients handle mail from the same sender, a clear pattern emerges. Some senders get read, answered, and saved. Others get deleted unopened or flagged as spam.

So the real question a filter asks is not “Does this look like spam?” It is “Do the people receiving this mail want it?” Everything else in this chapter follows from that one idea.

This changes how you should think about your own program. A provider does not care whether your business is legitimate, whether you paid for your list honestly, or whether your offer is good. It cares about how its account holders react. A legitimate company whose recipients ignore or report its mail looks, to the filter, much like a spammer.

The reverse is also true. A sender whose recipients open, read, and reply gets the benefit of the doubt, even on a clumsy subject line.


Your recipients cast the votes

Providers turn recipient behavior into a number called sender reputation. Think of it as a running estimate of how likely your next message is to be wanted. No provider publishes the weights it gives each input, and they will not be the same at every provider. The order below is a judgment about which signals cost a sender most, not a published ranking. Treat it as a guide to where to look first.



Complaints

A complaint happens when a recipient clicks “Report spam” or its equivalent. It is the clearest signal a provider gets, because the person is saying, in so many words, “I did not want this.”


At Gmail, this vote is the input that most directly drives reputation. Google’s early description of its system shows each report pulling a sender’s score down, while each “Not spam” click pushes it back up.1 Google publishes a line for it. Since February 2024, Gmail has required every sender to keep the spam rate shown in Postmaster Tools below 0.3%. Its monitoring advice, as of September 2026, goes further: stay below 0.10%, and never reach 0.30%.2

To picture 0.3%: that is three complaints for every thousand messages, as Gmail counts them. It does not take many unhappy people to cross it.


Engagement

Engagement is everything else recipients do with your mail. Inside their own mail apps, providers can see whether a message was opened, whether it was replied to, and whether it was moved out of the spam folder. They can also see the opposite: messages deleted without being read, or never touched at all.


Positive engagement tells the provider that people want you. Silence is harder to read. What is published about Gmail’s reputation system says the opposite of what senders usually assume: recipients who never vote either way were excluded from the calculation, because they supply no information.3 The risk from a subscriber who has ignored your last forty emails is not the silence itself. It is what happens on email forty-one, when a person who no longer recognizes you reaches for the spam button — and that the good reactions that would otherwise outweigh a complaint are missing.

Some actions carry extra weight. When a Gmail recipient moves your message out of spam with “Not spam”, or adds you to their contacts, Gmail keeps your future messages out of their spam folder. When someone blocks you, your future messages go straight to spam for that person.4


List quality: unknown users and spam traps

Two further signals reveal how you built and maintain your list.


The first is bounces to addresses that do not exist. A provider sees every attempt to deliver to an account it never had, or one closed years ago. A handful is normal. A steady stream says you are not in touch with the people on your list, or that addresses came from somewhere other than the people themselves.

The second is spam traps. These are addresses that no person reads. Some were never used by anyone. Others were abandoned long ago and later turned into traps. Blocklists, anti-spam organizations, and mailbox providers run them to catch senders with poor list practices. Mail to a trap is a warning about how addresses get onto your list, or how long dead ones stay there. If traps are getting through, real people who never wanted your mail probably are too. Chapter 4 explains how that happens and how to prevent it.


Volume and consistency

Providers also notice patterns in how you send. A sender who mails a steady volume on a predictable schedule is easier to trust than one who is silent for months and then sends five messages in a day.


Sudden spikes suggest a new, unvetted list or a compromised account. Frequency that jumps far beyond what subscribers expected also invites complaints. Consistency does not earn you the inbox by itself, but inconsistency makes every other signal look worse.


Honest lists drift toward spam

If you have never bought a list, it is natural to assume these signals only hurt other people. They hurt honest senders too, because a list that was healthy on the day people joined does not stay that way on its own.


People change. A subscriber who signed up for a spring promotion two years ago may have moved, changed jobs, or lost interest in your products. They never unsubscribed. They simply stopped reading. Each month, a slightly larger share of your list falls into that group.

Memory fades too. Someone who joined at checkout and hears nothing for eight months may not recognize your name when you finally write. To them, the message looks unsolicited, and the quickest way to get rid of it is the spam button.

Addresses decay. Work accounts close when people leave. Personal accounts are abandoned. Over time, some abandoned addresses stop accepting mail, and bounces creep up.

Habits creep. A weekly newsletter picks up a mid-week reminder, then a weekend flash sale, then a holiday series. Each addition seems reasonable. Together they double the mail your subscribers receive, without anyone agreeing to it.

None of these changes shows up in your template or your copy. That is why the tea shop found nothing wrong when it looked. The drift happened in the audience, one quiet deletion at a time, until the provider’s view of the sender tipped.


Reputation lives on your domain and your IP address

A provider needs something to attach reputation to. Historically, many filters used the IP address, the numeric address of the server that sends your mail. IP reputation still matters. If you share sending servers with other businesses, as many senders do, Google states plainly that their behavior affects the reputation of everyone on that address.5


Gmail, however, built its reputation system around the domain instead. Google’s engineers described the IP address as a weak way to identify a sender. A company can send from many servers. Forwarded mail arrives from someone else’s server. Many unrelated domains can share the same addresses.6 The domain in your From address travels with your mail wherever it goes.

That shift has two consequences for you.

First, your domain is a business asset, much like your brand name. What you send today follows that domain into next year.

Second, a provider can only credit reputation to your domain if it can prove the mail really came from you. How does Gmail know a message claiming to be from your shop was not sent by an impostor? That is what email authentication does. Without it, your good behavior is hard to credit to you, and someone else’s bad behavior can be pinned on you. Chapter 2 walks through setting it up.

Put simply: at the largest mailbox provider, your domain carries the reputation that matters most, and your IP address carries a second one. Look after both, starting with the domain.


Placement is decided one inbox at a time

Reputation is a general verdict on a sender. The final decision about a single message is personal.


Gmail lets each person’s own history override the general verdict.7 If a recipient has marked your mail as “Not spam”, your messages can reach that inbox even when your overall reputation is weak.8 If a recipient has blocked you or reported you repeatedly, your messages can go to their spam folder even when your reputation is excellent.

So there is no single answer to “Where does my mail land at Gmail?” There is only a spread: inbox for many people, spam folder for some. When the balance tips, more of your list sees you in spam.

This also explains why a quick test can mislead you. Sending a campaign to a couple of fresh test accounts shows you what happens to a stranger. It says little about what your engaged customers see, or your disengaged ones. Chapter 7 covers how to measure placement properly.


Tricks buy time, not trust

When mail starts landing in spam, the first instinct is often to get around the filter rather than ask what recipients are telling you. Plenty of well-meaning advice encourages it. The common workarounds look like this:



	Switching to a fresh domain so the old reputation stays behind.

	Adding more IP addresses so each one sends too little to be noticed.

	Putting the message inside an image so the filter cannot read the words.

	Rewording or misspelling terms that seem to trigger filters.



Every one of these treats the symptom and leaves the cause alone. The people who did not want your mail still do not want it. They will ignore or report the new domain just as they did the old one.

Meanwhile, providers know these moves well. Spreading mail across many IP addresses or cycling through throwaway domains are classic spammer patterns, and filters are designed to spot them. A legitimate sender who adopts them starts to look like the very thing the filter was built to catch. Filters also keep learning from what recipients report. A trick that works this month can become a pattern the system looks for next month.

At best, these methods shift some mail from outright rejection into the spam folder. They do not deliver sustained inbox placement. The only fix that lasts is the one that changes how recipients feel about your mail.


Spam words are not what sends you to spam

Myth: certain words, such as “free”, “sale”, or too many exclamation marks, decide whether a message reaches the inbox.


In fact: content plays a small part, and mostly at the margins. Google’s reputation system was designed to classify mail by who sends it rather than by what it says.9 In the design Google published, a sender with a clearly good reputation goes to the inbox, and a sender with a clearly bad one goes to spam. Only mail in the uncertain middle is handed to a content filter for a closer look.

Even that content filter is not a keyword list. It is a statistical model trained on what millions of recipients reported. It learns patterns that correlate with unwanted mail, and those patterns shift as spammers adapt. No list of banned words can predict it, and no list of approved words can satisfy it.

So a trusted sender can write “Free shipping this weekend!” and land in the inbox. An untrusted sender can write a sober, careful message and still land in spam. If your placement dropped, your subject lines are rarely the cause. Look at your complaints and engagement first.

Content is not irrelevant. Misleading subject lines, broken links, and messages that look like phishing do hurt. Chapter 6 covers the content risks that matter. But you cannot write your way out of a reputation problem.


Reputation moves slowly, in both directions

Reputation is built from many days of behavior, not a single send. In the system Google described, a sender with a long good record could absorb a small blip without much harm. A sender who behaved badly for a long time and then cleaned up needed days to recover.10 Google has since rebuilt its filters, so treat those details as a picture of the principle, not today’s exact timing.


Two lessons follow. First, one bad campaign rarely ruins a healthy sender. Second, there is no overnight fix once a problem sets in. Recovery comes from sending mail that people want, consistently, until the record reflects it.


The good news: you control the signals

Look back at the list of signals. Complaints, engagement, bounces, spam traps, volume. Every one of them comes from decisions you make.


You decide who gets onto your list and how clearly they agree to it. You decide how often you send and whether that matches what you promised. You decide what to do with subscribers who have stopped reading. You decide whether unsubscribing is easier than reporting spam.

That is why honest senders who land in spam can almost always get back out. The tea shop from the opening does not need a new domain or a clever template. It needs to find which part of its list stopped wanting the Thursday email, and why.

Filters can look mysterious from the outside. Their goal is simple: deliver mail that people want. When your program is built around the same goal, you and the mailbox provider are on the same side. The rest of this book shows you how to get there, one signal at a time.


What to do


	Stop looking for a workaround. Do not switch domains, add sending addresses, or rewrite copy to dodge filters when placement drops.

	Find your complaint rate. Set up Google Postmaster Tools for the domain your mail is authenticated with and note the spam rate it reports. Keep it below 0.10%, and treat anything approaching 0.30% as an emergency.11

	Separate engaged from unengaged subscribers. List the people who have not clicked, replied, or bought in several months. Weigh those actions over opens, because some mail apps download remote content, such as images, automatically and record opens nobody made (Chapter 7 explains).12 Those subscribers are the ones most likely to complain and least likely to offset a complaint. Google’s guidelines say to consider unsubscribing recipients who do not engage.13 Stop mailing them at full frequency; Chapter 8 shows how to re-engage or remove them.

	Remove addresses that bounce as unknown. Make sure your email service provider (ESP) stops sending to any address that does not exist.

	Check how people joined your list. Confirm that every source of addresses involves a person asking for your mail. Retire any source that does not.

	Keep a steady rhythm. Send on a predictable schedule and at the frequency you promised at sign-up. Avoid sudden large sends to people you have not mailed in a long time.

	Make unsubscribing easy. Put a clear unsubscribe link in every message, so unhappy recipients leave instead of complaining. If you send in bulk, add one-click unsubscribe too (Chapter 3).

	Confirm your domain is authenticated. Ask your ESP or IT contact whether your sending domain is set up for authentication, then work through Chapter 2.





Check yourself


	Can you find your current Gmail spam rate, and is it below 0.10%?

	Does every address on your list belong to someone who asked for your mail?

	Do you know roughly what share of your list has not engaged in the last several months?

	Does your mail go out from a domain you own, with authentication in place?

	Do you send at a steady volume and frequency that matches what subscribers expect?

	Is unsubscribing from your mail quicker than reporting it as spam?

	When placement drops, is your first step to look at complaints and engagement rather than at subject-line words?




For current requirements and more depth, see this chapter’s companion page.
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Chapter 2: Proving Who You Are

Consider an independent outdoor-gear shop with a busy online store. One Monday, a customer forwards a message she received over the weekend. It carries the shop’s name and address in the From line. It says her order is on hold and asks her to “confirm” her card number on a linked page. The shop never sent it. The owner calls the web agency that built the site and asks what can be done. The agency asks a question back: what do the shop’s SPF, DKIM, and DMARC records say? Nobody knows. The domain was registered years ago, the newsletter runs through an email service provider, invoices go out from the accounting system, and the help desk sends its own replies. Each was set up by a different person. Meanwhile, the Thursday newsletter has been reaching fewer Gmail inboxes than it used to.

Both problems share a root. Nothing tells a mailbox provider which mail truly comes from the shop.


Anyone can put your name in the From line

The protocol that moves mail between servers has no built-in identity check. It never confirms the From address. A sender can type any address there, much as anyone can write any return address on a paper envelope.


That gap creates two problems for you. The first is impersonation. Criminals put your domain on phishing mail because your customers trust your name. The second is quieter. In Chapter 1 you saw that Gmail ties reputation to your domain. A provider can only credit your good behavior to your domain if it can tell your real mail apart from forgeries.

How does a provider know a message that claims to come from your shop really did? It checks proof that you publish in the Domain Name System (DNS), the same public directory that points your web address to your website. That proof is called email authentication.

Three standards do the work, and a fourth builds on them:


	SPF lists the servers allowed to send for your domain.

	DKIM signs each message so a receiver can confirm it came from you, unchanged.

	DMARC ties the first two to the address people see, tells providers what to do when checks fail, and sends you reports.

	BIMI lets supporting providers show your logo once the other three are fully in place.



You do not need to become a DNS expert. You do need to know what each record proves, so you can ask the right questions and spot what is missing.


SPF lists the servers allowed to send for you

The first idea is simple. Publish a list of the servers you use to send mail. When a message arrives, the receiver compares the sending server’s address against your list. That is what the Sender Policy Framework (SPF) does.


An SPF record is a single line of text in your DNS. Here is what one might look like for a domain that sends through its own mail server and one ESP:

example.com.  IN  TXT  "v=spf1 mx include:spf.esp.example.net ~all"

Read it left to right. v=spf1 marks it as an SPF record. mx allows the servers that receive mail for your domain. include: pulls in the list your ESP maintains. The last term says what to conclude about every other server. ~all means “probably not authorized”. -all means “not authorized”. Never end with +all, which authorizes every server on the internet.


SPF checks an address your recipients never see

Here is the part that is easy to miss. SPF does not check the From address in the recipient’s mail app. It checks a second, hidden address called the envelope sender, also known as the Return-Path. Servers use it to send bounce messages back.


When an ESP sends for you, the envelope sender often sits on the ESP’s own domain, because the ESP handles your bounces. SPF then passes, but for the ESP’s domain rather than yours. That pass proves nothing about your brand. Keep this in mind. It matters again in the DMARC section.


SPF breaks when mail is forwarded

Suppose a customer forwards everything from an old work address to a personal account. The forwarding server passes your message along, but it is not on your SPF list. At the final mailbox, SPF fails, even though you did nothing wrong.1 This is built into how SPF works, and no record can fix it. It is the main reason SPF alone is not enough.



Two limits that break SPF

SPF has two rules that cause real trouble for growing businesses.


First, a domain may have only one SPF record. If you add a second one, for example when a new tool’s setup guide tells you to “add this record”, receivers treat the result as a permanent error. Your SPF then counts for nothing. Merge every service into one line instead.

Second, a receiver will follow at most 10 terms that require extra DNS lookups while checking your record, counting every include and the includes inside them. Go over the limit and, again, SPF returns a permanent error.2 Each service you add, such as a CRM, a help desk, or a billing tool, usually brings its own include, and some of those contain several more. A record that looks short can blow past the limit.

When a new service asks you to edit SPF, look at the whole record first. Remove includes for services you no longer use.


DKIM signs every message you send

SPF looks at the path a message took. DomainKeys Identified Mail (DKIM) looks at the message itself.


Before a message leaves, the sending system computes a cryptographic signature over the From line, the subject, the body, and other key parts. It adds that signature to the message as a hidden header. The signature names a domain, the one taking responsibility for the message. The sender keeps a private key to itself and publishes the matching public key in DNS. A receiver fetches the public key and checks the signature. If it matches, two things are proven: the named domain signed the message, and the signed parts were not changed on the way.

This design has a big advantage. A forwarding server that passes a message along without editing it leaves the signature intact. DKIM keeps working where SPF fails. Changes do break it, such as a mailing list that adds a footer or edits the subject line.

That is why providers lean on DKIM. When your mail carries a valid signature for your own domain, you have a durable link between your messages and your name.


Selectors let several keys share one domain

A domain can hold many DKIM keys at once. Each key lives under a name called a selector. Your ESP might use one selector, your office mail system another, and your billing tool a third. The signature tells the receiver which selector to look up.


Many ESPs ask you to publish DKIM as a CNAME record, a pointer to a key the ESP hosts:

s1._domainkey.example.com.  IN  CNAME  s1.dkim.esp.example.net.

Here s1 is the selector and _domainkey is a fixed label every DKIM key uses. A CNAME lets the ESP replace the key behind the pointer without asking you to edit DNS again. Other services give you a TXT record that contains the public key itself. Either works.


Key length and rotation

A longer key is harder to break. As of September 2026, Gmail requires DKIM keys of at least 1024 bits and recommends 2048 bits where your DNS host supports it.3 Ask each service that signs for you which length it uses, and choose 2048 bits when you can.


Keys should also change from time to time. The safe order is simple: publish a new key under a new selector, switch signing to it, confirm mail passes DKIM checks, then remove the old key. Never delete the old key first, and never reuse an old selector name for a new key. If the service hosts your key behind a CNAME, it handles rotation for you.


DMARC connects the proof to the name people see

You now have two checks, and both have a blind spot. SPF checks the hidden envelope address. DKIM checks whatever domain signed the message. Neither one, on its own, looks at the From address your recipient actually reads.


A forger can exploit that. They can send from a server with a perfectly valid SPF record for their own throwaway domain, sign with their own DKIM key, and still put your shop’s address in the From line. Both checks pass. Your customer is still fooled.

Domain-based Message Authentication, Reporting, and Conformance (DMARC) closes the gap. It adds one idea that makes the whole system work: alignment.


Alignment is the idea to remember

A message passes DMARC when at least one of these is true:



	SPF passes, and the envelope sender’s domain matches the From domain.

	DKIM passes, and the signing domain matches the From domain.



“Matches” is looser than it sounds. By default, a subdomain counts as a match for its parent. Mail from news.example.com signed by example.com aligns. Mail signed only by esp.example.net does not.4

Now the earlier warning pays off. If your ESP’s SPF passes on its own bounce domain, that pass does not align with your From address. If it also signs DKIM with its own domain rather than yours, your mail fails DMARC. That happens even though every individual check says “pass”.

You need only one aligned pass for DMARC. Aim for both anyway. Aligned DKIM is the one that survives forwarding, so treat it as essential and aligned SPF as backup. The standard makes this a rule at the strictest policy: a domain publishing p=reject must not rely on SPF alone, and must sign its messages with DKIM.5


The record asks for reports and states a policy

A DMARC record lives at a fixed name under your domain. A good first record looks like this:


_dmarc.example.com.  IN  TXT  "v=DMARC1; p=none; rua=mailto:dmarc-reports@example.com"

v=DMARC1 marks the record. rua= gives the address where providers send aggregate reports. p= is the policy: what you ask receivers to do with mail that fails DMARC. There are three levels:


	p=none: take no special action. Just send reports.

	p=quarantine: treat failing mail as suspicious, which usually means the spam folder.

	p=reject: refuse failing mail outright.




Aggregate reports show you every sender using your name

Aggregate reports come from the receiving providers that see your mail. Each one summarizes the mail they saw using your domain in the From line: which servers sent it, how many messages, and whether SPF, DKIM, and alignment passed.


These reports are the most useful thing DMARC gives you early on. They reveal senders you forgot about, such as the invoicing system, the event tool someone signed up for last year, or the survey service a colleague used once. They also show forgeries.

The reports are machine-readable files, not friendly summaries. Send them to a dedicated mailbox, never someone’s personal inbox, and use a report-reading service or tool to turn them into something a person can scan.


Move from monitoring to enforcement

A record at p=none protects nobody. It tells providers to deliver forged mail exactly as they would have before. Its value is the reports. The protection arrives only when you move to quarantine or reject, known together as enforcement.


The current DMARC standard describes the same path we recommend: start at p=none with reports, fix every legitimate stream that fails, and only then tighten the policy.6 In practice:


	Monitor. Publish p=none with rua=. Leave it for weeks, not days. Some senders, like annual renewal notices, show up rarely.

	Fix. For each legitimate source in the reports, get SPF and DKIM aligned with your domain. For each source you do not recognize, confirm it is not yours.

	Quarantine. Change the policy to p=quarantine. Failing mail now lands in the spam folder, where a recipient can still rescue a legitimate message you missed. Keep reading reports.

	Reject. When the reports show no legitimate mail failing, change to p=reject.



Only the p= value changes at each step:

_dmarc.example.com.  IN  TXT  "v=DMARC1; p=quarantine; rua=mailto:dmarc-reports@example.com"

Expect some forwarded mail and some mailing-list mail to fail by design once you enforce. This is one more reason to make aligned DKIM solid before you tighten.


Which domains should reach p=reject

The four steps above apply to every domain you own. Where they end does not.


Split your domains in two. A domain or subdomain that only sends campaigns, receipts, and alerts has nobody posting to mailing lists, so p=reject is the right destination for it. The domain your colleagues write from is different. When someone posts to an industry mailing list or a discussion group, the list usually rewrites the message, and a p=reject policy then has their mail refused. The standard puts it plainly: domains hosting users who might post to mailing lists should not publish p=reject, and any that want to should first run p=none for at least a month, then p=quarantine for as long again, and compare what the reports show.7

So p=quarantine is a legitimate finishing point for an everyday correspondence domain, not a half-measure. Chapter 5 shows how to put marketing and transactional mail on their own subdomains; that separation is what lets you reject on the sending subdomains while your staff domain stays at quarantine.


What DMARC does not do

Myth: once you publish DMARC, nobody can impersonate you.


In fact: DMARC protects the exact domain in your From line, and only at enforcement. It does nothing about a lookalike domain, such as a zero in place of the letter “o”. It does nothing about a forger who uses their own address but writes your shop’s name as the display name. Nor does passing DMARC make your mail wanted. It proves the message is yours, and your reputation does the rest.


Set it up in order, with your ESP’s help

Authentication is much easier when you do it in a set order.


Start with an inventory. List every system that sends mail with your domain in the From line: your office mail, your ESP, your store, your accounting and billing tools, your help desk, and your CRM. DMARC reports will later confirm the list. Starting with your own list means fewer surprises.

Then SPF and DKIM on every stream. Each sender needs to be authorized in your single SPF record and needs to sign with DKIM using your domain.

Then DMARC at p=none, then reports, fixes, and enforcement, as described above.

At Gmail, part of this is not optional. As of September 2026, Gmail requires every sender to use SPF or DKIM. If you send in bulk to Gmail, you need both, plus a DMARC record (a p=none policy is accepted), plus a From domain that aligns with SPF or DKIM.8 Chapter 3 covers the full rules for Gmail, Yahoo, and Microsoft. Meeting the minimum is not the goal, though. Enforcement is, at the level each domain can carry.


When an ESP sends for you

Most businesses send campaigns through an email service provider (ESP). A good ESP lets you authenticate with your own domain, usually in a section called something like “domain authentication” or “sender authentication”. It gives you a short set of DNS records to publish. Expect these:



	DKIM records, often one or two CNAMEs, so the ESP signs as your domain and can rotate keys without your help.

	A custom return-path. This is a subdomain of yours, such as bounce.example.com, that the ESP uses as the envelope sender. It is what makes SPF align with your From address. Usually it is a CNAME or an MX record plus an SPF record on that subdomain, not on your main domain.

	Link branding. This is a subdomain of yours for the tracked links and images in your messages, so they point to your domain instead of the ESP’s. Filters look at the domains in your links, and consistent branding helps.

	Sometimes a starter DMARC record at p=none, if you do not already have one.



A custom return-path record might look like this:

bounce.example.com.  IN  CNAME  bounces.esp.example.net.

Publish the records exactly as the ESP shows them, then use its “verify” button. DNS changes can take many hours to be seen everywhere, so a first failed check is not cause for alarm. If records keep failing, check the most common typo first. Many DNS dashboards add your domain automatically, so entering the full name creates bounce.example.com.example.com. Enter only the part before your domain, or follow your DNS host’s instructions.

If your ESP cannot sign with your domain or give you a custom return-path, your mail cannot reach DMARC alignment through it. Ask about it before you plan any move to enforcement.


BIMI puts your logo next to your mail

Once DMARC is at enforcement, there is a visible reward. Brand Indicators for Message Identification (BIMI) lets you publish your logo in DNS. Mailbox providers that support it can then show that logo beside your messages in the inbox.


BIMI is not a separate kind of authentication. It is what you earn by finishing the job. To qualify at Gmail, as of September 2026:9


	Your mail must pass DMARC, which in turn rests on SPF or DKIM.

	Your DMARC policy must be quarantine or reject, applied to all of your mail. A none policy does not qualify.

	Your logo must be an SVG file in a restricted format called SVG Tiny PS. An ordinary export from a design tool often needs fixes before it qualifies.



The industry group behind BIMI adds that the policy must cover your subdomains too. A subdomain setting of none disqualifies you.10

The record itself points to the logo and, optionally, to a certificate:

Name:   default._bimi.example.com
Type:   TXT
Value:  v=BIMI1; l=https://example.com/logo.svg; a=https://example.com/vmc.pem

If your DNS host adds your domain automatically, enter only default._bimi as the name, as described in the ESP section above.

That certificate matters at the largest provider. Gmail shows BIMI logos only for senders with a mark certificate: a Verified Mark Certificate (VMC), which is based on a registered trademark, or a Common Mark Certificate (CMC). Senders with a VMC also get a checkmark beside their name.11 Elsewhere, support for logos without a certificate is limited.12 Certificates cost money and take time to obtain, so treat BIMI as a brand project, not a quick task.

Even with everything in place, each provider applies its own criteria to decide when to show your logo.13 BIMI makes you eligible. It does not promise display.


Common setup mistakes

Most authentication problems are not exotic. They tend to come from a short list of avoidable errors.



	Two SPF records. A new tool’s setup guide says “add a TXT record”, and now SPF returns an error. Keep one record per domain.

	Too many includes. Services accumulate over the years until SPF exceeds its lookup limit. Remove what you no longer use.

	A permissive ending. +all authorizes everyone. Use ~all or -all.

	SPF passes, DMARC fails. The ESP’s bounce domain passes SPF, but it does not align with your From address. Set up a custom return-path and DKIM on your domain.

	Stuck at p=none. The record was published years ago, and nobody reads the reports. Forgers are still delivered. Plan the move to enforcement.

	Enforcing too soon. Jumping straight to p=reject before every sender is aligned gets your own invoices or password resets refused. Go through p=none and p=quarantine first.

	Forgotten subdomains. The main domain is at enforcement, but a subdomain policy is left at none. Forgers use the subdomain, and BIMI stays out of reach.

	Removing an old key too early. Deleting a DKIM key before its replacement is live leaves mail unsigned. Add the new key, switch, confirm mail passes DKIM checks, then remove.

	Reports sent to a person. Machine-readable files fill someone’s inbox and get ignored. Use a dedicated address and a tool to read them.

	Records that were never verified. Records were added with a typo or a doubled domain name, and nobody checked. Verify after every DNS change.




What to do


	List every sender. Write down every system that sends mail with your domain in the From line, and name an owner for each.

	Read your current records. Use a free DNS lookup tool to view your SPF, DKIM, and DMARC records, and note anything missing or duplicated.

	Fix your SPF record. Merge everything into one record, remove services you no longer use, confirm it stays within 10 DNS lookups, and end it with ~all or -all.

	Turn on DKIM for every stream. Publish the DKIM records each service gives you, using your own domain and 2048-bit keys where offered.

	Authenticate your ESP with your domain. Publish its DKIM, custom return-path, and link branding records, then click verify.

	Publish DMARC at p=none. Include a rua= address at a dedicated mailbox, and connect a report-reading tool.

	Fix what the reports reveal. Align each legitimate sender, and confirm anything you do not recognize is not yours.

	Move to enforcement. Change to p=quarantine, watch the reports, then move your sending-only domains and subdomains to p=reject when no legitimate mail fails. Leave the domain your colleagues write from at p=quarantine unless you can confirm nobody posts to mailing lists. Cover your subdomains either way.

	Decide on BIMI. Once you are at enforcement, weigh a logo and certificate as a brand investment.





Check yourself


	Does your domain have exactly one SPF record, ending in ~all or -all?

	Does every service that sends for you sign with DKIM using your own domain?

	Does your ESP use a return-path on a subdomain of yours?

	Do you have a DMARC record, and does someone actually read its reports?

	Is your DMARC policy at quarantine or reject, including subdomains, and does each domain sit at the level that fits how it is used?

	If you changed a DKIM key, did you publish the new one before removing the old one?

	Could you name every system that sends mail using your domain?




For current requirements and more depth, see this chapter’s companion page.
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Chapter 3: The Big-Provider Rules

Picture a regional home-goods retailer with six stores and a loyal email list. For most of the year it sends a few campaigns a week, and no single day tops about 3,000 messages to Gmail addresses. In November the team launches its biggest holiday program yet: a gift guide, daily deals, and reminders to past buyers. On the first big day, the Gmail total passes 11,000. Within a week, the email service provider’s (ESP’s) logs fill with temporary errors from Gmail, and then some messages come back refused. What changed is the category the retailer now falls into. Its domain was set up years ago with SPF alone. That was enough for a small sender. It is not enough for a large one, and at Gmail, once you cross that line, you stay across it.

Nothing about the retailer’s intentions changed. The provider’s rulebook for it did.


Written rules set the floor

The Introduction explained why mailbox providers filter at all: they deliver the mail their own customers want. For years, what that meant for senders lived in advice and folklore. Gmail, Yahoo, and Microsoft now also publish requirements, and they enforce them.


These rules do not replace reputation. A sender who meets every one of them can still land in the spam folder if recipients ignore or report the mail. What the rules do is set a floor. Fall below it, and your mail can be filtered or refused however much your subscribers like it.

All three providers use a similar shape. Some rules apply to everyone who sends to their accounts, at any volume. Others apply only to high-volume senders, who must do more. The sections below take each provider in turn, as its own pages state the rules as of September 2026. The details differ, so keep each provider’s rules separate in your head rather than blending them into one list.

Myth: these rules are for big brands, not for a business like yours.

In fact: Gmail and Yahoo each keep a list that applies to every sender, whatever the volume. And the high-volume line is closer than it looks. One holiday season, one list import, or one reactivation campaign can carry an ordinary business across it.


Gmail: the rules for every sender

Google’s sender guidelines cover mail sent to personal Gmail accounts, meaning any @gmail.com or @googlemail.com address.1 Since February 1, 2024, anyone who sends to those accounts must meet the following list, at any volume.



	Authenticate with SPF or DKIM. At least one of the two must be set up for the domains you send from. Chapter 2 explains both, and why you want more than the minimum.

	Have valid forward and reverse DNS. Every sending server has a numeric IP address. A reverse lookup turns that address into a server name, and a forward lookup of that name must lead back to the same address. Together they show the server is a named, managed machine rather than an anonymous one. The record behind the reverse lookup is called a PTR record. When an ESP sends for you, the servers and their records belong to the ESP.

	Use TLS. TLS encrypts the connection between the sending server and Gmail’s, so the message is not exposed in plain text while it travels. Ask your ESP to confirm it.

	Keep the spam rate below 0.3%. This is the rate Google shows in Postmaster Tools, its free dashboard for senders. A tighter target follows below.

	Format messages to the internet message standard. That standard sets how a message is laid out: headers such as From, To, Subject, and Date, then the body. Google’s page gives practical examples. Put only one address in the From line, give every message a valid Message-ID, and include each single-use header, such as Subject, only once.

	Do not put a Gmail address in your From line unless the mail really goes out through Gmail. Google protects its own domain with DMARC and warns that impersonating it can hurt your delivery.



The spam-rate requirement is the ceiling, not the goal. In the monitoring part of the same page, Google asks for more: hold the Postmaster Tools spam rate under 0.10%, and never reach 0.30%.2 Treat 0.10% as your working target and 0.3% as the wall. Chapter 1 showed how few unhappy recipients it takes to reach it.


Gmail: what changes above 5,000 messages a day

Gmail’s line for high-volume senders sits at about 5,000 messages a day to personal Gmail accounts, and Google words it two ways. Its sender guidelines say more than 5,000 messages a day.3 Its FAQ, which is the page that defines the class, says close to 5,000 messages or more in any 24 hours, and its own example treats a sender at exactly 5,000 as a bulk sender.4 Plan against the lower reading. The FAQ adds two further details that matter for planning.


First, the count covers all mail from your primary domain, subdomains included. A newsletter from news.example.com and receipts from example.com add up to one daily total.

Second, the status does not expire. Cross the line once, as the retailer did in November, and Google treats you as a high-volume sender from then on, even in a quiet February. Changing how you send later does not remove the label.

Above the line, you must meet everything on the every-sender list, plus the following.


	Authenticate with both SPF and DKIM, not one or the other.

	Publish a DMARC record for your sending domain. A policy of p=none is accepted.

	Align your From domain. For mail you send directly, the domain in the From line must match the domain that passed SPF or the domain that signed with DKIM. Google’s FAQ confirms that a match at the level of the organizational domain is enough, and that only one of the two has to align.5 Chapter 2 explains alignment in full.

	Support one-click unsubscribe on marketing and subscribed messages, and also show an unsubscribe link that is easy to see in the message body. The one-click section below explains what that involves.




What happens when you miss a rule

Google describes its enforcement as gradual and progressive.6 The FAQ sorts the consequences into two groups.


The first group covers the technical basics. Mail that is not authenticated with both SPF and DKIM, a From domain that does not align, missing forward and reverse DNS, no TLS, or badly formatted messages can bring error codes or the spam folder. An error can be temporary, which tells your ESP to try again later, or permanent, which is a refusal. Since November 2025, Google has been stepping up enforcement on mail that falls short, and the FAQ says that includes both temporary and permanent rejections.

That is what happened to the retailer. Its mail passed SPF but carried no DKIM signature for its own domain, and it had no DMARC record. Under the every-sender rules that was acceptable. Under the high-volume rules it was not.

The second group costs you help rather than delivery. A spam rate above 0.3%, a missing DMARC record, missing one-click unsubscribe, or unsubscribes left unprocessed for more than 48 hours make you ineligible for mitigation. Mitigation is Google’s term for the delivery support a sender can request when something goes wrong. Spam rates below 0.3% for 7 consecutive days restore a bulk sender’s eligibility for mitigation.7

Google also says it does not automatically reject messages, or send them to spam, simply because one-click unsubscribe is missing. Do not read that as permission to skip it. People who cannot leave a list easily reach for the spam button instead, and those reports push your future mail toward the spam folder.


Yahoo: the same shape, fewer numbers

Yahoo announced that enforcement of its sender requirements would begin in February 2024 and roll out gradually through the first half of that year.8 The structure mirrors Gmail’s.


Every sender to Yahoo must:


	Authenticate with SPF or DKIM at a minimum.

	Keep the spam rate below 0.3%.

	Have valid forward and reverse DNS records for the sending IP addresses.

	Follow the core internet mail standards: the one for moving mail between servers and the one for message format.



Bulk senders must also:


	Authenticate with both SPF and DKIM.

	Publish a valid DMARC policy of at least p=none, and actually pass DMARC. Relaxed alignment, where a subdomain counts as a match for its parent domain, is acceptable.

	Include a working List-Unsubscribe header that supports one-click unsubscribe on marketing and subscribed messages. Yahoo strongly prefers the method defined in the one-click standard, and also accepts an email-based (mailto) unsubscribe address.

	Show an unsubscribe link in the body that is easy to see. It may point to a preferences page.

	Act on every unsubscribe request within 2 days.

	Keep the spam rate below 0.3%. Yahoo calculates that rate on mail delivered to the inbox, and Chapter 7 shows that Gmail does the same.



Two differences from Gmail matter.

Yahoo gives no volume number. Its page describes bulk senders but never says where the line falls. Do not assume that staying under Gmail’s 5,000 a day keeps you out of Yahoo’s bulk rules.

Yahoo’s only published spam-rate figure is 0.3%, and it applies to all senders and bulk senders alike. The 0.10% target in the Gmail section is Google’s guidance. Yahoo’s page does not state it. When you plan against Yahoo’s rules, read them as Yahoo writes them.

One practical note follows. Yahoo accepts a mailto unsubscribe, but Gmail does not, so build your one-click setup to Gmail’s stricter version. We recommend meeting the strictest provider’s wording wherever the three differ.


Microsoft: one rule for high-volume domains

Microsoft’s rules for Outlook.com have a simpler shape. Since May 5, 2025, domains that send more than 5,000 messages a day to Outlook.com accounts must meet three authentication checks.9



	SPF must pass for the sending domain.

	DKIM must pass.

	DMARC must be published at p=none or stronger, and the message must align with SPF or DKIM. Microsoft prefers both, and recommends a p=reject policy.



What happens if you fall short? As of September 2026, Microsoft’s policy page says that mail from high-volume senders that misses these checks goes to the Junk folder, Outlook’s name for the spam folder. If the problems stay unfixed, messages may then be rejected with an error saying the sending domain does not meet the required authentication level. That error carries the code 5.7.515, which is worth searching for in your ESP’s delivery logs.10

So plan for the spam folder first and refusal as the next step. The page does not say how long the first stage lasts, so do not count on a grace period.

Microsoft’s policy page also sets rules for every sender, whatever the volume. Two matter most for a business sender. The sending servers must have valid reverse DNS records. And the way to unsubscribe, whether from one list or from everything you send, must be explained clearly and be simple for recipients to locate and use.11 Microsoft’s page does not mention the one-click headers.


One-click unsubscribe, in plain terms

One-click unsubscribe is the requirement you can see from the inbox, and the one most closely tied to your complaint rate.



What the recipient sees

When one-click is set up and the provider trusts your mail, Gmail can show an unsubscribe button at the top of the message, next to your name. The recipient clicks it, and the mailbox provider handles the rest. No web page on your site opens. There is no login and no form to fill in.


Gmail shows that button only for messages that pass its automated eligibility checks. Google’s FAQ ties those checks to following the sender guidelines, including raising volume gradually and watching complaints.12 Adding the headers makes you eligible. It does not guarantee the button appears.

Why do providers care so much? A recipient who no longer wants your mail has two buttons within reach: unsubscribe and report spam. Every person who picks the first one protects your spam rate. Google makes the same point: one-click unsubscribe helps senders keep spam rates low.


What your ESP has to send

Behind the button sit two headers. Headers are lines of information at the top of a message that recipients do not normally see. Your ESP adds them to each marketing message:


List-Unsubscribe: <https://example.com/unsub/k29fq7>
List-Unsubscribe-Post: List-Unsubscribe=One-Click

The first header, List-Unsubscribe, gives a secure web address (HTTPS) that removes this recipient from this list. The address itself must carry enough information to identify both the person and the list, because the request that reaches it carries nothing else. The second header, List-Unsubscribe-Post, tells the mailbox provider it may complete the unsubscribe with a single automated request, without opening a page.13

When the recipient clicks, the provider sends that request straight to the address. Your ESP’s system must then remove the person on the spot. The standard rules out anything that needs more from the recipient, and it forbids answering the request by redirecting it somewhere else.

The standard also requires a valid DKIM signature on the message that covers both headers. Without it, the mailbox provider should not offer one-click unsubscribe for that message at all. This is one more reason aligned DKIM from Chapter 2 matters.


Where the requirement stops

A few boundaries keep the requirement sensible.



	It covers marketing, not transactional mail. Gmail excludes messages such as password resets, reservation confirmations, and form submission confirmations.14 Yahoo scopes it to marketing and subscribed messages.

	It removes the person from one list. At Gmail, one-click can take the recipient off the list the message came from, not necessarily everything you send.

	The body link still matters. Both Gmail and Yahoo require a visible unsubscribe link in the message as well. It can lead to a preferences page, and it does not have to work in one click.



Myth: an unsubscribe link in your footer already covers you.

In fact: at Gmail, a link in the body alone does not meet the one-click requirement, and neither does a mailto address on its own. Google’s FAQ says the requirement is met only by the List-Unsubscribe headers, with one HTTPS address in the first header.15 The footer link is necessary. It is not sufficient.


How fast unsubscribes must take effect

Yahoo requires you to honor unsubscribes within 2 days.16 Google recommends processing them within 48 hours, and its FAQ lists missing that window among the failures that cost you delivery support.17


Treat two days as the outer limit at both providers, and aim to be faster. Sending another promotion to someone who has just asked to leave is an invitation to report you.


When it became required

Gmail18 and Yahoo19 both list one-click unsubscribe among the high-volume requirements that took effect in February 2024. Google gave senders who already included an unsubscribe link until June 1, 2024, to add one-click.20 Yahoo rolled out its enforcement gradually over the first half of 2024. Those grace periods ended long ago. As of September 2026, one-click unsubscribe is part of the minimum at both providers.



How to confirm you comply

You rarely control these settings yourself. Your ESP does. So the quickest check is to ask it three specific questions, and to expect specific answers rather than “we handle all that.”



	“Is my mail authenticated on my own domain?” You want to hear that the ESP signs DKIM with your domain, that SPF passes on a return-path domain of yours, and that your From domain passes DMARC alignment. Chapter 2 explains what each part of the answer means.

	“Do my marketing messages carry one-click unsubscribe headers?” You want both headers, an HTTPS address in List-Unsubscribe, and both headers covered by the DKIM signature. Ask for a sample message so you can see them. Most mail apps offer a “show original” or “view source” option.

	“How long does an unsubscribe take to take effect?” The answer should be well inside 2 days, for one-click requests and for body-link requests alike.



Then look at Gmail’s side for yourself. Set up Google Postmaster Tools for the domain your mail is authenticated with, and watch the spam rate against the 0.10% target and the 0.3% ceiling. Google’s FAQ also points to a Compliance status dashboard it added to Postmaster Tools to help senders meet the requirements.21 Chapter 7 covers how to read these dashboards, and what they cannot show you.


The rules keep moving

These requirements are not fixed. Google’s own pages record a February 2024 start, a June 2024 deadline, and stepped-up enforcement from November 2025. Yahoo’s page states plainly that its requirements are subject to change. Microsoft added its high-volume rule in 2025.


Appendix A gathers the provider rules into one dated table. Check it, and the providers’ own pages, before any large change in how much or how often you send. A holiday program is exactly that kind of change.


What to do


	Find your peak daily volume. Look at your busiest day in the past year, and your planned peak, for Gmail and for Outlook.com addresses. If either reaches 5,000, or could, meet the high-volume rules now.

	Close the authentication gaps. Make sure SPF and DKIM both pass for your domain, publish DMARC at p=none or stronger, and confirm your From domain aligns. Chapter 2 walks through each step.

	Ask your ESP the three questions in this chapter, and keep the answers on file.

	Inspect a real campaign. Open the original of a recent marketing message and confirm that List-Unsubscribe, with an HTTPS address, and List-Unsubscribe-Post are both present.

	Test the unsubscribe path. Unsubscribe a test address through the body link, and through the button where Gmail shows it. Confirm the address stops receiving marketing mail at once, well inside 2 days.

	Set up Google Postmaster Tools, and review the spam rate and the Compliance status dashboard in the monthly routine Chapter 7 describes, and weekly during big seasonal sends.

	Keep promotions out of transactional mail. Google advises against mixing message types, such as adding promotions to a receipt.22

	Check Appendix A before every big seasonal push.





Check yourself


	Do you know whether you have ever sent 5,000 or more messages in a day to Gmail or to Outlook.com?

	Do SPF and DKIM both pass for your own domain, with a DMARC record published?

	Does your From domain align with SPF or DKIM?

	Do your marketing messages carry both one-click unsubscribe headers?

	Does every unsubscribe take effect within 2 days?

	Is your Gmail spam rate below 0.10% in Postmaster Tools?

	Do you know where to find the current, dated provider rules?




For current requirements and more depth, see this chapter’s companion page.
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Chapter 4: A List People Want

Picture a neighborhood fitness studio with about two thousand members on its monthly newsletter. Each of them joined at the front desk or through the studio’s website, and the newsletter is quietly effective: class schedules, a member story, an offer on personal training. One spring the owner rents a booth at a regional wellness trade show. By the end of the weekend the badge scanner holds nine hundred contacts. Back at the studio, someone imports the whole file into the newsletter list, so the new contacts “stay in the loop.” The next issue goes out to everyone. Within a day, complaints are several times higher than usual, and a string of addresses bounce. Two weeks later, longtime members mention that the newsletter has stopped showing up in their inbox. The studio sent the same newsletter it always sends. What changed was who received it, and how they got there.

The people who scanned their badges wanted a free water bottle. None of them asked for a newsletter. This chapter explains why that difference matters so much, and how to build a list that stays wanted.


How people join predicts how they react

Every address on your list arrived by some route. A person typed it into your form. A cashier asked for it. A partner passed it along. Someone sold it to you. That route is the best single clue to what the person will do when your mail arrives: read it, ignore it, or report it as spam.


Two questions tell you where any route stands.

Whose relationship is it? When someone signs up with you, the relationship is yours. When a partner shares its contacts, or a broker sells you a file, you are borrowing a relationship that belongs to someone else. When addresses are scraped from websites, there is no relationship at all.

Did the person ask for your mail? Only a sign-up the person chose can answer yes. Everything else depends on the person not noticing, not objecting, or not being asked.

Behind both questions sits one principle: permission does not travel. A customer who agreed to hear from a hotel chain has not agreed to hear from the chain’s “partners.” Spamhaus, one of the best-known blocklist operators, makes the point bluntly: consent cannot be transferred, so nobody can sell it to you.1


The consent spectrum

Methods of building a list fall along a spectrum. At one end, the person asked and proved it. At the other end, nobody asked anyone. Complaint risk climbs as you move from the first end to the second. No trustworthy study puts a dated number on each step, so treat the order below as the lesson, not a set of percentages.



Confirmed opt-in

The person signs up, then receives a message asking them to confirm, usually by clicking a link. Until they do, they get no newsletter. This is also called double opt-in.


Make the link open a page where the person presses a button to confirm. Security software that checks links in incoming mail can otherwise confirm an address nobody read (Chapter 7).

The Messaging, Malware and Mobile Anti-Abuse Working Group (M3AAWG), an industry body of mailbox providers and senders, rates confirmed opt-in as the highest standard in its sender best practices.2 The reason is practical. Nobody at a mistyped address has a reason to press the button. Neither does the owner of an address someone else entered as a prank. So neither one reaches your list. This method carries the lowest complaint risk on the spectrum.


Opt-in with a welcome message

The person signs up and receives a welcome message right away, but no confirmation is needed. It is common and reasonable. It lets more problems through, though, because a typo or a forged entry joins the list the moment the form is sent. The welcome message does tell a genuine subscriber what to expect, which helps.



Single opt-in

The person ticks an empty box or fills in a form, and the mailings begin, with no welcome and no confirmation. M3AAWG tells senders to use this method with extreme caution, because unchecked typos and forgeries lead to complaints, bounces, and a slow loss of reputation.3



Opt-out, or implied consent

Here the person is added unless they notice and object. A pre-checked box on a checkout page works this way. So does adding every buyer to the newsletter because they bought something.


This is where many honest businesses go wrong. It feels natural: the customer knows you, so surely they want your emails. M3AAWG disagrees. It describes collecting an address at the point of sale, without saying it leads to marketing mail, as a practice likely to cause abuse complaints, and not a best practice.4 People who never chose your newsletter do not always recognize it. The spam button is the quickest way to make it stop.

Myth: existing customers have already agreed to hear from you.

In fact: a purchase is not a subscription. Offer the choice at checkout with an unchecked box, and let customers who want your mail say so.


Partner and affiliate lists

Another company shares its contacts with you, often because its sign-up form mentioned “offers from our partners.” The people on that list signed up with someone else. When your name appears in their inbox, many have no idea who you are. Complaint risk is high, and it keeps causing trouble with every send.



Rented lists

You pay a list owner to send your message to its list. You never see the addresses. You have no relationship with the recipients, and they have none with you. Bounces and complaints run high, and your brand shares the damage.



Purchased lists

You buy a file of addresses outright. Nobody on it asked to hear from you. Expect complaints, many addresses that no longer work, and spam traps. The harm does not stay with the bought addresses either. It lands on your domain, so the mail you send to real subscribers suffers too.



Scraped lists

Software crawls websites and collects anything that looks like an email address, or guesses addresses from name patterns at a company. There is no consent at any point. This is how spammers build lists, and it produces the worst results on the spectrum. In the United States, collecting addresses this way can also bring criminal penalties. Chapter 10 covers the law.



Acquisition method, not list size, decides quality

When email revenue matters, the size of the list feels like the number to grow. It is the wrong number.


Picture two lists. One has five thousand people who confirmed they want your mail. The other has the same five thousand plus fifteen thousand bought addresses. The second list is four times larger. It is also far worse. Those fifteen thousand addresses bring complaints, bounces, and trap hits. Every one of those signals counts against your domain. Chapter 1 showed how providers turn those signals into reputation, and how reputation decides where all of your mail lands, including the mail to your five thousand real subscribers.

So the extra addresses do not just fail to produce sales. They make the good part of your list harder to reach.

Myth: a bigger list means more revenue.

In fact: addresses that never asked for your mail cost more than they bring. Spamhaus warns that bought lists can get your IP addresses or domains blocklisted, and hurt your delivery for a long time afterward.5

This also changes how you read problems. A spike in complaints, a run of bounces, or a blocklist listing looks like a sudden event. Usually it is an old decision about where addresses came from, finally showing up. Fixing where your list comes from is cheaper than any cleanup that follows.


Why “legal” and “opt-in” lists still hurt you

List sellers have answers ready. The list is “opt-in.” The data is “compliant.” Buying it is legal where you are. Some of that may even be true. None of it protects your reputation.


Permission is personal. The people on a bought list may have ticked a box somewhere, for someone. They did not tick one for you. As Spamhaus puts it, you cannot buy consent.6

Legal is not the same as wanted. In some places, the law does let you email people who never opted in. Mailbox providers do not ask what the law allows. They watch what recipients do. M3AAWG’s guidance says that recipients’ expectations should come first, whatever the law or a privacy policy technically permits.7 A recipient who does not know you reports your mail as spam just as quickly when the list was legally bought.

An “opt-in vendor” is still a vendor. A seller cannot prove, on your behalf, that each person agreed to hear from you. If a blocklist operator asks how an address joined your list, “we bought it” is not an answer that ends the conversation.

Your ESP may end the relationship. Most email service providers (ESPs) forbid bought, rented, and scraped lists in their terms. Using one can get your account closed, on top of the delivery damage.

Myth: a list is safe if the seller says it is opt-in.

In fact: the only opt-in that protects you is one given to you, by the person, for your mail.


Spam traps: what they reveal about your list

Chapter 1 introduced spam traps: addresses no person reads, run to catch senders with poor list practices. Here is what that means in practice, type by type, and how each kind finds its way onto an honest-looking list.



Three kinds of trap

Pristine traps are addresses that have never belonged to anyone. They often sit on domains that have never been used for email at all. No person owns one, so nobody signs it up on purpose. It usually reaches a list because someone made the address up, or bought it from a seller who did. A hit tells the trap’s operator that the list was not built from people who opted in.8


Recycled traps once belonged to real people. The address or domain was shut down, left to reject mail for at least 12 months, and then brought back as a trap.9 That long rejection period is a warning a careful sender cannot miss. Recycled traps reach lists when senders keep mailing addresses that bounce, or dig out an old contact file and start sending to it again. They also turn up in bought lists. A hit points to poor list upkeep.

Typo traps come from real people making real mistakes. Someone types their own address into your form and gets it slightly wrong, most often in the part after the @. Typo traps are the kind an honest, opt-in sender is most likely to hit. A hit says you ask people to sign up but do not check what they typed.10


Traps are the smoke, not the fire

It is tempting to treat a trap as the problem: find it, delete it, move on. That misses the point. A trap is a sign that something in how you collect or maintain addresses is broken. If a made-up address got onto your list, the same route is probably bringing in real people who never wanted your mail. They are the ones who complain.


Myth: you can find the spam traps on your list and remove them.

In fact: chasing individual trap addresses treats the symptom. Fix the process that let them in, and the traps stop arriving.


What keeps traps off your list

Each type has its own cure, and each cure also protects you from the real people behind the problem.



	Against pristine traps: never buy, rent, or scrape addresses. If every address comes from a person who signed up with you, a fabricated one has no way in.

	Against recycled traps: stop mailing an address as soon as it bounces as nonexistent, and never restart mail to an old file you have not used in a long time. Chapter 8 covers bounce handling and when to retire inactive subscribers.

	Against typo traps: check addresses at the moment they are entered. Catch obvious errors in the domain, such as a common provider name spelled wrong, and ask the person to look again. Better still, send a confirmation. A trap cannot press a confirmation button, so confirmed opt-in built this way stops all three types at the door.




Protect your sign-up forms

A sign-up form looks harmless. It is also a door that anyone, or anything, can walk through.



What subscription bombing is

In a subscription bombing attack, automated scripts type one victim’s email address into hundreds or thousands of sign-up forms across the web. Each form does what it was built to do and sends a welcome or confirmation message. The victim’s inbox fills with a flood of legitimate-looking mail. Important messages disappear in the pile.


That is often the goal. M3AAWG has warned that criminals use these floods to bury security alerts, so a money transfer or a takeover of an account stays hidden from the victim for longer.11 It described the problem in October 2017 and asked that every public web form be protected against automated submissions.


Why it hurts you, not just the victim

If your form is one of those being abused, you pay three ways.


First, you are sending unwanted mail to someone who never visited your site. They may report it as spam, and that complaint counts against you.

Second, if your form uses single opt-in, the victim’s address joins your list and keeps getting your newsletter after the attack ends. The bots can also feed in addresses that were never real, including trap addresses.

Third, a flood of messages from your domain to addresses that never asked for them looks, to a mailbox provider or a blocklist, like what it is: abuse. Spamhaus notes that bots working through unprotected forms can poison a database with bad addresses.12


The defenses that work

You do not need to run an ESP to protect yourself. The owner of the form does most of the work.



	Add bot protection to every public form that sends email. A challenge that separates people from scripts, such as a CAPTCHA, stops most automated sign-ups. This covers newsletter forms, account creation, contact forms, and comment forms.

	Use confirmed opt-in. It keeps a bombed address off your list, because the victim never presses the confirm button. It does not stop the confirmation messages themselves, which is why you pair it with bot protection.

	Add a hidden field. A field that people cannot see, but simple scripts fill in, lets you quietly discard those submissions.

	Limit the rate of sign-ups. Cap how many submissions one source can make in a short time, and never send more than a few confirmations to the same address in a day.

	Check addresses as they arrive. Reject addresses that are malformed or on domains that cannot receive mail.

	Watch for spikes. A sudden jump in sign-ups, or the same address submitted again and again, is a reason to look closely.

	Close forms you no longer use. An old landing page from a past campaign, or website registration you never needed, is a door left open.




Set expectations at sign-up

A subscriber who gets what they expected rarely complains. A subscriber who is surprised often does. The sign-up moment is where you set those expectations.


Tell people, in plain words and next to the button:


	Who the mail is from. Use the same name that will later appear in the From line.

	What they will receive. “Class schedules and member offers” is better than “updates.”

	How often. “Once a month” or “up to two emails a week.”

	What happens next. If you use confirmed opt-in, say that a confirmation email is on its way and must be confirmed.



Keep the box empty, so ticking it is the person’s choice. Spamhaus notes that people often miss a pre-checked box, and then report the marketing mail they did not expect.13

Then keep your word. M3AAWG observes that an unexpected jump in how often you send tends to raise complaints. It also says a new kind of mail, such as a second newsletter, deserves its own opt-in rather than being added by default.14 Chapter 5 covers how to choose and keep a sending rhythm.


Keep a record of every yes

Consent you cannot prove is hard to defend. Store a short record for every address at the moment it joins:



	The date and time, in a single time zone. Spamhaus recommends UTC.15

	The source, such as the website form, the checkout page, or the event.

	The IP address that submitted the form.

	The wording the person saw when they signed up. M3AAWG suggests a screen capture of the sign-up disclosure.16



These records earn their keep in three situations. If a blocklist lists you, the operator may ask how specific addresses joined your list. If complaints spike, the source field lets you find and isolate the bad route quickly. And if a regulator or a person asks you to prove consent, you have an answer. Chapter 10 covers what the main laws require.

Go back to the fitness studio. Had it kept a source field, it could have separated every badge-scan contact in minutes and stopped mailing them. It could not have emailed them an invitation to sign up: in Canada a message asking for consent is itself a commercial message, so it needs the consent it is asking for (Chapter 10). The invitation belongs on the counter and on the website, where those contacts will next meet the studio.


What to do


	List every source of addresses. Write down each route by which people join your list: forms, checkout, events, imports, partners.

	Retire any source where the person did not ask. Stop importing event scans, partner lists, and bought or rented files. Invite those contacts to sign up where they meet you in person or on your site, not by email: in some countries a request for consent is itself a commercial message (Chapter 10).

	Switch to confirmed opt-in, with a confirm button on the page the link opens, on your website forms, or at minimum send an immediate welcome message.

	Uncheck every pre-checked box, including the one on your checkout page.

	Protect every public form that sends email with bot protection, a hidden field, and rate limits. Close forms you no longer use.

	Check addresses as they are typed, and ask people to correct obvious domain misspellings.

	Rewrite the sign-up text so it says who you are, what you send, and how often.

	Record the date, source, IP address, and sign-up wording for every new subscriber, starting today.





Check yourself


	Did every address on your list come from a person who asked for your mail?

	Have you stopped buying, renting, and importing lists from events or partners?

	Do your website forms use confirmed opt-in or, at least, a welcome message?

	Are all your consent boxes empty until the person ticks them?

	Are your public forms protected against automated sign-ups?

	Does your sign-up text say what you send and how often?

	Could you show, for any address, when and how it joined your list?




For current requirements and more depth, see this chapter’s companion page.
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Chapter 5: Sending Like a Trusted Sender

Consider a software company that sells scheduling tools to clinics. Its monthly product newsletter goes to about 90,000 customers and trial users. The team outgrows its old email service provider (ESP) and signs with a new one. During setup, a salesperson suggests a dedicated IP address, and it sounds like the professional choice. The new account is ready on a Tuesday. The team sends the next newsletter that afternoon, to the full list, all at once. By evening the ESP’s logs show thousands of temporary delays from the largest mailbox providers. Over the next two days, much of the mail that does arrive lands in the spam folder. Then the support desk hears that password-reset emails, sent from the same domain, are showing up late. The newsletter was as good as ever. What changed was how the mail arrived: from an address no provider had seen before, in one sudden wave.

The company did not do anything dishonest. It did something unfamiliar, too fast. This chapter explains how to avoid that.


Anything new starts as a stranger

Chapter 1 showed that providers reward a steady, predictable sender. This chapter is about what happens when something in your setup changes, and how to change it without looking suspicious.


A mailbox provider judges mail partly by history. It remembers how recipients reacted to mail from your domain, and from the IP address that delivered it. When a message arrives from an address with no history, the provider has nothing to go on. Its safest choice is caution: accept a little, watch what recipients do, and accept more once the results look good.

That caution is not personal. Mail that suddenly appears in large volume from an unknown source is exactly what abuse looks like. A spammer whose old address was blocked moves to a new one and sends as much as possible before the next block. Providers have learned to slow that pattern down, and your honest newsletter matches its shape.

Three kinds of change reset part of your history:


	A new IP address. It has no record, whether it is a dedicated address or a new pool at a new ESP.

	A new domain. A domain registered last month has no record at all.

	A new ESP. Usually both of the above at once, plus different technical details in every message.



M3AAWG, an industry group whose members include mailbox providers and ESPs, notes that reputation is tied to the combination of these elements, not to the domain alone. Switching the sending domain, the sending IP addresses, or even the header layout can call for a fresh ramp-up.1 Google gives similar advice: after a significant change to your sending setup or header structure, raise the changed part of your traffic on its own.2


Warming up: earn volume in steps

Warming up means raising volume gradually on anything new, so providers can build a record of your mail before they see all of it. The idea is simple. The discipline is in not rushing.


Google’s sender guidelines set out the approach in plain terms, with no fixed schedule.3 The steps below build on that guidance.

Begin with the people most likely to welcome you. Your first sends on a new address should go to subscribers who clicked, replied, or bought recently. They open, read, and rarely complain, so the first record the provider builds is a good one. Save less active subscribers for later, once the new address has standing.

Grow in modest steps. Add volume a little at a time. Google warns that suddenly doubling what you have sent before can trigger rate limits or a drop in reputation, if you have no history of large sends.4 A step that feels boringly small is usually the right size.

Check the results before every increase. Look at three things after each send, broken down by provider where your ESP allows it:


	Deferrals: temporary “try again later” responses. A rising number means the provider is slowing you down.

	Bounces: messages refused outright.

	Complaints and spam placement: the spam rate in Google Postmaster Tools, and complaint reports from your ESP.



If all three stay quiet, take the next step. If any of them rises, do not push through. Google’s advice is to cut volume until the errors fall, then climb slowly again.5 Chapter 7 explains complaint and bounce numbers, including why Postmaster Tools may show nothing at low volume, and Chapter 9 explains deferrals.

Adjust the pace to your program. Google notes two factors that change how fast you can go. The more mail you send in total, the more slowly you should increase. And a sender who mails every day can build up faster than one who mails once a week, because the provider sees results more often.6

Keep sending while you warm up. Progress depends on a continuous record. A two-week pause in the middle of a warm-up leaves the provider with less to go on when you return.

Plan for weeks, not days. M3AAWG suggests treating about six weeks as an average warm-up, as of its October 2019 guidance.7 Your own timing depends on your volume, your list, and how providers respond. Book the time into any project that introduces a new address or domain.

Myth: once you are warmed up, volume no longer matters.

In fact: a warm-up builds a record at the volume you reached, not at any volume. Google’s warning about sudden spikes applies to any sender without a history of large sends.8 A retailer that mails 20,000 people all year and then 200,000 on one holiday is running an unplanned test.

You will see day-by-day warm-up schedules published online, most of them by ESPs. They disagree with each other, sometimes widely, and none comes from a mailbox provider. Use your own ESP’s guidance as a starting point, then let your deferrals, bounces, and complaints set the real pace.


Shared or dedicated IP address

Every message leaves your ESP from an IP address. You either share that address with other senders or have one to yourself. The choice gets sold as a status symbol. It is really a question of volume and control.



Shared addresses pool your reputation

On a shared IP address, your mail goes out alongside mail from other customers of the same ESP. Providers see the combined traffic. Google states that the activity of every sender on a shared address affects the reputation of all of them.9


That sounds like pure risk, but for most business senders it is the better deal:


	The pool’s record, not yours. A well-run shared pool already has standing with providers, so you are not starting from a blank IP address. That is the pool’s history, though, not your domain’s. Providers still have to learn what your recipients do with your mail, so raise volume in steps on a shared address too, as the warm-up section describes — just from a friendlier starting point than a cold dedicated address.

	Steady volume. The pool’s combined traffic stays regular even when your own sending is occasional.

	Someone else watches it. The ESP manages the pool’s reputation and removes customers who damage it.



The risk is real, though. If the ESP tolerates careless senders, their complaints land on your mail too. When you choose an ESP, ask how it vets new customers and what it does when one causes problems.


Dedicated addresses hold only your record

A dedicated IP address carries only your mail. Good behavior stays with you, and so does every mistake. Nothing absorbs a bad send.


A dedicated address also needs enough mail, sent regularly enough, for providers to judge it. M3AAWG says that each separate stream of mail needs sufficient, fairly consistent volume to build a reputation, and that gaps or big swings undermine it.10 The same principle applies to a dedicated IP address. A dedicated address that sends a monthly newsletter and nothing else spends most of the month silent. Each send then arrives as a sudden burst from an address the provider barely knows. That is the scheduling company’s problem from the opening.

Dedicated addresses make sense when all of these are true:


	You send large volumes every week, not only on campaign days.

	Your volume is steady, without long silences.

	Your list practices are strong, so you want your own record, not a shared one.

	You have the time and the ESP support to warm the address up and watch it.



No mailbox provider publishes a volume at which a dedicated address becomes worthwhile. ESPs set their own minimums, and those vary widely. If yours cannot explain why your volume fits a dedicated address, stay on a shared one.

Myth: a dedicated IP address improves deliverability.

In fact: a dedicated address only gives you sole ownership of a reputation. With low or irregular volume, that reputation stays thin and swings with every send. Recipients’ reactions still decide where your mail lands.


Separate your mail streams with subdomains

Most businesses send more than one kind of email. Marketing campaigns, receipts, password resets, account alerts, and support replies all go out under the same brand. They do not all deserve the same treatment when something goes wrong.


Marketing mail carries more risk. It goes to more people, some of whom lose interest, and a single poorly targeted campaign can bring a burst of complaints. A password reset, by contrast, is mail the recipient asked for a minute ago. If both share one sending identity, a bad week for marketing can delay the mail your customers need most. That is what happened to the scheduling company’s reset emails.


One subdomain per purpose

The fix is to give each stream its own subdomain of your main domain, for example:


news.example.com    marketing newsletters and promotions
mail.example.com    receipts, password resets, and account alerts

Providers can then track each stream’s reputation separately. A complaint spike on news.example.com does not have to spill onto mail.example.com.

Mailbox providers ask for this. Yahoo’s sender best practices tell senders to separate mail by function, and not to send marketing from the same IP addresses as transactional mail or alerts, because each IP address and each DKIM domain carries its own reputation.11 M3AAWG goes further. Its sending-domains guidance recommends a subdomain of your organization’s main domain in almost all cases, with a separate subdomain for each distinct purpose.12

Two cautions keep this from going too far:


	Do not split thinner than your volume allows. Each subdomain needs enough regular mail to earn its own record. A small business with one weekly newsletter and a trickle of receipts needs two streams, not six.

	Subdomains do not split Gmail’s volume count. Gmail counts all mail from your primary domain, subdomains included, toward its high-volume line, and that status does not expire.13 Chapter 3 covers what that line requires.




Keep every domain in the message on the same family

A subdomain only helps if it is clearly yours. M3AAWG recommends using one organizational domain throughout the message: in the hidden return-path, in the From address people see, and in the DKIM signature.14 Mail from news.example.com, with a return-path on bounce.example.com and a DKIM signature for example.com, holds together. Mail with a From address on example.com and a signature from an unrelated domain does not.


This is the same idea as alignment, which Chapter 2 explains in full. Set up each subdomain with its own SPF, DKIM, and DMARC coverage before the first send.


A brand-new domain starts with nothing

It can be tempting to register a separate domain for marketing, such as example-news.com, so that marketing problems stay far from the main brand. Resist it.


A newly registered domain has no history, and providers treat mail from an unknown domain with extra caution. A subdomain, by contrast, benefits from the standing your main domain has already earned.15 Look-alike domains cause a second problem. To recipients and security filters, a domain that resembles your brand but is not your brand looks like phishing. M3AAWG strongly discourages them for that reason.16 Chapter 1 explains why switching to a fresh domain to escape a bad reputation does not work either.


Keep the rhythm your subscribers expect

Warm-ups and subdomains are about how providers see your mail. Cadence is about how your subscribers experience it, which is what providers end up measuring.



Send at the frequency you promised

Chapter 4 showed how to tell people at sign-up what they will receive and how often. The promise only helps if you keep it.


Yahoo’s best practices put it directly: honor the frequency the list was set up for, and do not start sending daily email to people who joined a weekly or monthly mailing.17 Subscribers who expected a monthly digest and start getting three emails a week feel surprised, and surprised subscribers reach for the spam button.

If you want to send more often, ask. Offer a second list, such as weekly deals, for people who want it. Leave the original list at its promised rhythm.


Avoid bursts

Google advises anyone who sends large amounts of email to send at a consistent rate and avoid bursts.18 That applies at two scales.


Within a single send, let your ESP spread delivery over a period of time rather than releasing the whole list in one instant. Most ESPs have a setting for this.

Across the year, plan your peaks. If holiday sales will double your usual volume, raise volume over the preceding weeks with extra sends to your most engaged subscribers. Do not jump from a normal week to your biggest week of the year in one step.


Match frequency to engagement

Not every subscriber needs the same amount of mail. Group your list by recent engagement, using clicks, replies, and purchases rather than opens (Chapter 7 explains why), and send accordingly:



	Recently active subscribers get your full schedule. They want it, and their positive reactions build your reputation.

	Subscribers cooling off get less: your best campaign each month, not every campaign.

	Long-inactive subscribers get a deliberate attempt to win them back, and then they stop receiving regular mail. Chapter 8 covers how to run that process.



This is not about sending less for its own sake. Mail to people who ignore you earns no positive reactions and risks complaints, and that mix is what providers see. Sending less to them protects your place in the inboxes of the people who do read.


Changing ESPs or domains: plan it as a warm-up

The scheduling company’s mistake was treating a move to a new ESP as a switch to flip. Treat it as a warm-up with a deadline.


Keep your domain if you can. Reputation attached to your domain travels with you to the new ESP, provided the new ESP sends with your domain. Reputation attached to IP addresses stays behind. Your domain’s history helps, but the new mix of domain, IP addresses, and message details is still new to providers, so it needs a gradual ramp and close monitoring. M3AAWG advises keeping your chosen sending domain over time, because reputation builds gradually and consistency matters most.19 A move is a poor moment to change domains as well.

Authenticate before the first send. Publish the new ESP’s DKIM and custom return-path records for your domain, as Chapter 2 describes. Your old ESP’s records can stay in place while both send.

Run both for a while. Keep the old ESP sending your regular mail while the new one starts with your most engaged subscribers. Each week, move a larger share of the list across as the results allow. If the new ESP assigns a dedicated IP address, its warm-up sets the pace of the whole move.

Watch the gaps in your data. During the overlap, some bounce and complaint information may reach only one of the two ESPs. M3AAWG points out that a domain’s MX record, which tells other servers where to deliver mail for it, should point to only one ESP.20 Before the new ESP’s first send, import your full suppression list: unsubscribes, complaints, and bounces. During the overlap, copy new ones from the old ESP to the new one, and check both systems again before you finish.

Cut over when the new system is steady. Stop using the old ESP only once the new one is sending your full, normal volume on your normal schedule without trouble.21 Leave time in your contract for this. A move squeezed into the last week before an old contract ends is how companies end up sending to their whole list on day one.

The same plan applies when a rebrand forces a new domain. Authenticate the new domain, start with engaged subscribers, grow in steps, and keep the old domain sending until the new one has a record.


What to do


	List everything new in your setup. Before any change, write down whether it brings a new IP address, a new domain, or a new ESP.

	Start every new address with your most engaged subscribers. Send first to people who clicked, replied, or bought recently.

	Raise volume in small steps. Check deferrals, bounces, and complaints before each increase, and cut back when any of them rises.

	Stay on a shared IP address unless you have the volume. Choose a dedicated address only for large, steady, weekly sending. Warm up either way: a dedicated address from nothing, a shared one from the pool’s standing.

	Split marketing from transactional mail. Send each from its own subdomain of your main domain, with SPF, DKIM, and DMARC set up for each.

	Keep every domain in the message in one family. Use your organizational domain in the From address, the return-path, and the DKIM signature.

	Send at the frequency you promised. Ask subscribers before sending more often, and build up to seasonal peaks over several weeks.

	Send less to people who stopped engaging. Group your list by recent clicks, replies, and purchases, and reduce mail to the least active.

	Plan ESP and domain moves as warm-ups. Move your suppression list before the first send, run old and new systems side by side, and cut over only once the new one is steady.





Check yourself


	Do you know whether your mail goes out on a shared or a dedicated IP address, and why?

	If you use a dedicated address, do you send to it every week at a steady volume?

	Do your marketing and transactional emails go out from different subdomains?

	Do the From address, return-path, and DKIM signature all use your own domain?

	Are you sending at the frequency you promised subscribers when they joined?

	Do your least engaged subscribers receive less mail than your most engaged ones?

	For your next ESP change or rebrand, have you planned several weeks of gradual ramp-up?




For current requirements and more depth, see this chapter’s companion page.
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Chapter 6: Content That Doesn’t Hurt You

Picture a boutique hotel on a quiet stretch of coast. Its monthly newsletter goes to past guests who asked for it: a seasonal menu, a note from the owners, a weekend offer. For years the newsletter was plain and a little homemade. Then a designer rebuilds it. The new version is one large, beautiful image of the terrace at sunset, with the offer lettered across the sky. Below it sits a single shortened link to the booking page. The owners love it. Two sends later, bookings from email have fallen by a third. Gmail’s spam folder holds the latest issue for more guests than anyone realizes. A regular guest replies to ask why the email was just an empty gray box. The list is the same. The schedule is the same. Only the message changed.

This chapter is about the few content choices that really do hurt, and the many that don’t.


Content is the second question, not the first

Chapter 1 made the case that providers judge who you are before they judge what you wrote. A sender with a strong reputation reaches the inbox with a clumsy subject line. A sender with a poor one lands in spam with careful copy. In the design Google published, content got a closer look only where the verdict on the sender was uncertain; Chapter 1 explains why that picture is a principle rather than today’s mechanism.


So this is not a chapter about words. It is about a short list of things inside a message that filters and recipients react to: the domains your links point to, anything that misleads, and messages that arrive broken or empty. The hotel managed to hit all three in one redesign.


Every link carries a reputation

When a message arrives, filters do more than read the From address. They pull out every link in the body, reduce each one to its domain, and look that domain up in blocklists of domains seen in spam, phishing, and malware. Spamhaus, which runs one of the most widely used of these lists, describes its domain list as a tool for checking the domains that appear in a message’s headers and body.1


That check is separate from your own reputation. Your mail can be authenticated, sent from a clean address, and wanted by every recipient, and still be filtered because one link points to a listed domain. The reverse also holds. Once a domain is listed, it drags down all mail pointing to it, whoever sent that mail.

This is why the domains in your links matter as much as the domain in your From line.


Shared link domains share their trouble

Two kinds of link domain are shared with strangers.


The first is a public URL shortener. It turns a long address into a short one on the shortener’s own domain. Anyone can use it, including spammers. Spamhaus notes that spammers use shortening services to try to slip past domain blocklists, and its list has a category for redirect domains that have been abused.2 When your link sits on that domain, it carries the record of everyone else who used it.

The second is your ESP’s default tracking domain. To count clicks, most ESPs rewrite each link so it passes through their own domain first. Unless you change it, that domain is shared by every customer of the ESP. If one of them sends spam, the domain your links rely on can suffer for it.


Keep links on your own domain

The fix for both is the same: put your links on a domain you control.



	Link to your own site directly. A booking page on example.com needs no shortener. In an HTML email, the recipient sees your button or your words, not the address, so length does not matter.

	Brand your tracking links. Chapter 2’s section on ESPs covers link branding: a subdomain of yours, such as links.example.com, that your ESP uses for tracked links and images. Your links then carry your record, not the ESP’s pool.

	Know every domain you link to. Image hosts, booking engines, and partner sites all count. A link to a partner whose domain is listed hurts your message too.



Google asks for links in the body to be visible and easy to understand, so recipients can tell where a click will take them.3 A link whose text names your site and whose address sits on your domain meets that test:

<a href="https://links.example.com/c/offer-autumn">Book the autumn weekend</a>

Myth: a shortener makes a link look tidier and safer.

In fact: it hides the destination from the recipient and borrows the reputation of every stranger on the same domain. Filters that check link domains have seen shorteners abused many times.4 Your own domain is both clearer and safer.

Link domains can land on blocklists like any other domain. If placement drops and nothing else explains it, check your link and tracking domains as well as your sending domain. Chapter 9 shows how.


Anything that misleads backfires

Filters are trained on what recipients report, and recipients report what feels like a trick. Misleading content is the one content problem that reliably turns into complaints, which Chapter 1 showed are the heaviest signal against you.


Mailbox providers say so directly. Their rules on deception cover a few specific habits.

Subject lines that promise something the message does not deliver. Yahoo’s sender best practices rule out deceptive subject lines and false or misleading header information.5 “Your booking is confirmed” on a promotion, or “Last chance” on an offer that runs every month, earns a moment of attention and then a complaint.

“Re:” and “Fwd:” on mail that is neither. These prefixes make a campaign look like part of a conversation. Google’s sender guidelines tell senders not to start a subject line with them unless the message really is a reply or a forward.6

A From name that does not match who is sending. Recipients decide whether to open, and whether to trust, mostly by the name they see. Google says message headers should not mislead, and it forbids impersonating other senders.7 Use a name people will recognize from signing up: your brand, or a named person at your brand. A From name borrowed from a bank, a delivery company, or a personal contact looks like phishing, because that is what phishing does.

Symbols dressed up as something else. Google also asks senders not to use emoji or unusual characters to imitate graphic elements, such as a fake button or a fake alert icon, with the aim of deceiving recipients.8

The test for all of these is simple. Would a subscriber who opened the message feel the subject line and From name told the truth? If not, change them.

Deceptive subject lines and headers can also break the law. Chapter 10 covers the US rule and the common ground.


Broken and empty messages lose twice

A message can hurt you without saying anything wrong, simply by arriving in a form that recipients cannot use or filters cannot trust.



A message made of one image

An image-only email looks polished in the designer’s preview. In a recipient’s mail app, it may show nothing at all.


Mail apps treat images differently. Classic Outlook blocks automatic picture downloads by default, so the reader sees empty boxes until they choose to load them.9 Gmail shows images automatically by default, but it holds them back when it considers a sender or message suspicious.10 So the recipients most likely to see a blank message are the ones whose mail app already has doubts about you.

A blank message gets no clicks and no replies, only deletions. That is exactly the engagement pattern Chapter 1 described as a quiet vote against you.

There is a second problem. Putting the whole message inside a picture is an old way to hide words from filters. Chapter 1 listed it among the tricks that make honest senders look like spammers. An email that is one image with one link matches that pattern closely.

The hotel’s redesign lost on both counts.

Build the message so it works with images off:


	Put the message in text. Headlines, the offer, dates, and the call to action belong in live text. Use images to illustrate, not to carry the words.

	Give every image alt text. Alt text is the short description shown when an image does not load, and read aloud by screen readers. “Terrace at sunset” tells the reader something. An empty box tells them nothing.

	Make the main button live text. A button built from text and color still works when images are blocked.



<img src="https://img.example.com/terrace.jpg" alt="The terrace at sunset" width="600">

Myth: there is a correct text-to-image ratio, such as a set percentage of text.

In fact: no mailbox provider page publishes a ratio. The sender pages from Google, Yahoo, and Microsoft give none. The real rule is that a message should make sense in text, with images as a bonus. A mostly visual newsletter with live text for the offer is fine. A single image with no text is not.


Broken HTML and malformed messages

Your email is a small technical document. Most of it is built by your ESP, and most ESPs build it well. Problems creep in when someone pastes code from a web page, hand-edits a template, or sends from a homemade system.


Google’s sender guidelines set a few basic rules for everyone:11


	Format messages according to the internet’s standard for message format, and format HTML according to HTML standards.

	Include a valid Message-ID, the unique identifier every message carries in its headers.

	Include each header that should appear once only once.

	Do not use HTML or CSS to hide content. Google warns that hidden content can get a message marked as spam.



Hidden content deserves a word. Some senders tuck extra text into a message in tiny or invisible type, hoping to change how a filter reads it. It is a well-known spammer habit. Do not do it, and check that no template you inherited does it for you.

If your ESP builds your messages, you rarely need to think about headers. If you send from your own software, ask whoever built it to confirm the messages follow these rules.


A plain-text version helps readers

Most ESPs can send each message in two versions at once: HTML for mail apps that show it, and plain text for those that do not. The recipient’s app picks the version it can display.


A plain-text version is a courtesy to readers with simple or accessibility-focused mail apps, and many ESPs create one automatically. Look at it before you send. If your ESP generates it from an image-only design, it may be nearly empty, which is one more sign the design needs live text.


Small edits do not reset a reported campaign

Myth: if a campaign draws complaints, changing the subject line or a few words lets you send it again with a clean slate.


In fact: some filters recognize a message by a fingerprint built from its whole body, not by its exact words. Once recipients report a campaign, near-copies of it can be matched even after small edits, and the rest of a large send can be caught the same way. Swapping a few phrases leaves most of that fingerprint intact. The only real reset is different content, sent to people who want it.

Myth: there is a safe maximum number of links.

In fact: no mailbox provider page states one. What filters check is where each link goes. Several links to domains you control are a smaller risk than a single link to a listed domain. Keep links purposeful, because a message crowded with links is harder to read, and working links on domains you control matter far more than their count.


AI-written content

Many teams now draft email with AI writing tools, and a common worry is that providers will spot machine-written text and punish it.


The evidence on this is thin. As of September 2026, none of the sender guidelines from Google, Yahoo, or Microsoft says it detects AI-written text or treats it differently. What those pages do describe is the same set of signals this book keeps returning to: authentication, complaints, engagement, and the content rules in this chapter. No primary source from a mailbox provider shows a penalty for who, or what, wrote the words. That could change, but for now there is no basis for writing differently to avoid detection.

What filters judge is how recipients react. That points to the real risks of AI drafting, and none of them is about detection:


	Generic copy gets ignored. A message that sounds like every other message gets deleted unread, and it earns none of the opens, clicks, and replies that tell a provider your mail is wanted.

	Invented details are deception. An AI tool can state a price, a deadline, or a feature that is not true. A recipient who acts on it and finds otherwise complains. Check every fact.

	Easy writing tempts extra sending. When a campaign takes an afternoon instead of a week, it is tempting to send more often than subscribers expect. Chapter 5 explains why that costs you.



Use AI tools if they help. Judge the result the way a subscriber would, and send only what they would be glad to receive.


What to do


	Move every link onto your own domain. Link directly to your site, remove public URL shorteners, and set up link branding with your ESP as Chapter 2 describes.

	List the domains your messages link to. Include tracking, image, booking, and partner domains, and check them when placement drops.

	Read your subject line and From name as a subscriber would. Remove anything that promises what the message does not deliver, and any “Re:” or “Fwd:” on mail that is neither.

	Put the message in live text. Keep the offer, dates, and buttons in text, and use images only to illustrate.

	Add alt text to every image. Describe what each image shows in a few words.

	Preview with images turned off. Confirm the message still makes sense and the main link still works.

	Check the plain-text version. Make sure it contains the message, not an empty shell.

	Change content, not wording, after complaints. Rethink who receives a campaign and why before sending it again.

	Fact-check AI drafts. Confirm every price, date, and claim before a message goes out.





Check yourself


	Do all the links in your last campaign point to domains you own or knowingly trust?

	Are your tracked links on your own branded subdomain rather than your ESP’s shared domain?

	Would a subscriber who opened your last email agree that its subject line told the truth?

	Does your From name match the name people saw when they signed up?

	Does your newsletter still make sense with images turned off?

	Does every image carry alt text?

	When a campaign draws complaints, do you rethink its audience instead of rewording it?




For current requirements and more depth, see this chapter’s companion page.
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Chapter 7: Measuring What’s Real

Picture a regional food bank that raises much of its money through a monthly appeal to about 40,000 supporters. For years its open rate sat in the same narrow band. Then the team moves to a new email service provider (ESP), and the first report shows the open rate nearly doubling. The board chair forwards it with a row of exclamation marks. Two months later, the finance lead asks a less cheerful question: why have online gifts from email fallen by a quarter? The appeals are as moving as ever. Nobody touched the donation page. When the team finally looks past the headline, the story is different. The new ESP counts every automatic image download as an open, and the old one did not. Clicks had not moved at all. And in Google Postmaster Tools, which nobody had opened in months, the spam rate had been rising for weeks.

The food bank was watching a number that could not tell it what it needed to know. This chapter is about the numbers that can.


An open is an image download, not a reader

No email report can see a person reading. What it sees is a request for a picture.


When your ESP sends a campaign, it places a tiny invisible image in each message, with an address unique to that recipient. When a mail app loads the images in a message, it requests that picture from the ESP’s server. The server logs the request as an “open.” So an open rate is really the share of messages whose images were fetched.

That count now errs in both directions.

It counts opens that never happened. Apple Mail offers a privacy feature called Mail Privacy Protection. Apple says that, unless the user turns it off, the feature fetches a message’s remote content, such as images, behind the scenes, whether or not the person engages with the message.1 For anyone who reads mail in Apple’s app, the picture is fetched on arrival. The message looks opened even if it is deleted unread.

It misses opens that did happen. Some mail apps hold images back until the reader chooses to show them, and some people read in plain text. Chapter 6 covers which apps do this. A subscriber who reads every word with images off never counts as an opener.

The mix can also shift under you. Change ESPs, and the new one may count machine downloads the old one filtered out. Gain subscribers who use Apple Mail, and your rate rises with no change in anyone’s interest. That is what happened to the food bank.

Opens keep one modest use. A message has to arrive before any image can be fetched. So if your open rate falls sharply at one mailbox provider while the others hold steady, treat it as a hint that mail may be filtered there. Then confirm it with the tools later in this chapter before you act.

Myth: a higher open rate means more people are reading your mail.

In fact: it may mean only that more mail apps are fetching images automatically, or that your ESP changed what it counts. Do not use opens to judge interest, pick a winning subject line, or decide who stays on your list.


Clicks are better, but machines click too

A click is a stronger signal. To track it, your ESP rewrites each link so it passes through the ESP’s server first. The server logs the visit, then sends the reader on to your page. Someone had to follow the link.


The trouble is that the someone is not always a person. Many organizations run security software that checks links in incoming mail for malware and phishing. It follows the link, and the ESP records a click.

The anti-abuse industry group M3AAWG studied this in November 2020. It found that these automated visits had grown from a curiosity into a major distortion of campaign metrics. They hit business-to-business senders much harder than senders to consumers. They were also more common for senders whose recipients were less engaged.2 The study concluded that no one can reliably filter them out, and that spotting them would only get harder.

A few patterns suggest a machine rather than a reader:


	Every link in the message is clicked, including the unsubscribe link.

	The clicks arrive within seconds or minutes of delivery.

	Nobody then browses your site, donates, or buys.



You cannot fix this from your side. You can avoid being fooled by it. Count a click as interest when a real visit to your site follows. Ask your ESP whether it filters automated clicks, and which number its dashboard shows. And never let a link visit, on its own, unsubscribe someone or confirm a sign-up, because a scanner can make that visit.


The signals that still hold

Some measures do not depend on images or links at all. They come from mail servers, or from a person doing something no scanner would do.










	Signal
	What it tells you
	Why it holds up





	Complaints
	Someone told their provider they did not want your mail
	A person has to press the button



	Hard bounces
	An address does not exist or refuses mail for good
	The receiving server reports it



	Unsubscribes
	Someone chose to leave
	A deliberate action on your list



	Replies
	Someone wrote back
	Scanners do not write



	Purchases, donations, sign-ups
	Your email led to a result
	It takes a real session on your site





Clicks sit just below these, once you discount the automated ones. Opens sit at the bottom.

So we recommend one rule for every decision about engagement: judge it by clicks, replies, and purchases rather than opens. Chapter 5 uses that rule to decide who gets more mail. Chapter 8 uses it to decide who should stop getting any.

For the food bank, the donation page was the scoreboard all along. A gift from an email link cannot be faked by an image download.


Google Postmaster Tools: Gmail’s own view

Every number so far comes from your side of the send. Google Postmaster Tools is different. It is a free dashboard where Gmail shows you how it sees your mail.


Know its reach before you rely on it. Its data covers only mail sent to personal Gmail accounts, meaning addresses ending in @gmail.com or @googlemail.com.3 It says nothing about a company’s own mail system, even one that Google hosts. It says nothing about Yahoo or Microsoft either. Chapter 9 covers where to turn at other providers.


Setting it up

Sign in with a Google account and add your domain. Google’s dashboards report on the exact domain your mail is authenticated with, so use the domain your ESP signs your mail with, as set up in Chapter 2.4 Google then gives you a record to add to your domain’s DNS, which proves you own it. Once the domain is verified, you can give colleagues access too.


Do this now, not during a crisis. A dashboard you open for the first time on a bad day has no normal to compare against.


What the dashboards show

As of September 2026, Google’s help page lists eight dashboards.5



	Compliance status checks you against Gmail’s sender requirements. For every sender it looks at whether SPF and DKIM pass, whether your DNS records are in order, how messages are formatted, whether they travel encrypted, and your user-reported spam rate. For bulk senders it adds DMARC, one-click unsubscribe, and honoring unsubscribes. Each item reads Compliant, Needs work, or No data found. After a fix, allow up to 7 days for the status to change. The same area offers a deliverability analysis tool with recommendations.

	Spam rate shows the share of your messages that recipients marked as spam.

	IP Reputation and Domain Reputation rate your sending addresses and domains from Bad to High.

	Feedback loop breaks the spam rate down by campaign. It works only if your mail carries a campaign identifier, which your ESP has to add.

	Authentication shows the share of your mail that passes SPF, DKIM, and DMARC.

	Encryption shows the share sent over an encrypted connection.

	Delivery errors shows the share of your authenticated mail that Gmail rejected or that temporarily failed.



A caution about the two reputation dashboards. Google’s page on moving to the new version of Postmaster Tools says they will be retired, and that it plans new dashboards in their place.6 Do not build your routine around them.


Reading the spam rate correctly

Google calculates the spam rate on messages delivered to the inbox, and only on mail authenticated with DKIM.7 That has a surprising consequence. If Gmail is already sending much of your mail to the spam folder, fewer people see it in their inbox to report. Your rate can look low precisely because things are bad.


Google’s troubleshooting notes describe the pattern directly. A high spam rate that suddenly drops to zero can mean your messages are now going to spam, not that recipients are happy.8

Myth: a low spam rate in Postmaster Tools means Gmail likes your mail.

In fact: read it next to Delivery errors, Compliance status, and your own clicks and conversions from Gmail addresses. A spam rate falling while Gmail clicks also fall is a warning, not a relief.


What it cannot tell you


	Anything outside personal Gmail. Business recipients and other providers are invisible here.

	Small sends. To protect users’ privacy, dashboards may leave out data on days when your volume is low. Small senders may see gaps, or nothing.

	Today. Data is not real time. It usually updates within 24 hours, and it can take longer.

	Where mail landed. None of the eight dashboards reports what share of your mail reached the inbox.





Placement tests: useful, but narrow

If no dashboard reports inbox placement, how do you measure it? Chapter 1 warned that a couple of personal test accounts mislead. Two more careful methods exist, and each sees only part of the picture.


A seed list is a set of test mailboxes spread across many providers. You add them to a send, and a report shows whether each copy reached the inbox, the spam folder, or never arrived. Seeds are good for checking a message before a big send, comparing providers, and testing one change at a time, such as a new template or a new sending domain.

Seeds have a blind spot, though. Test mailboxes never open, click, reply, or complain, and they have no history with you. Providers do not treat them like your real subscribers, whose past behavior shapes where your mail lands. A seed list is also small, and it captures one moment. One poor result is often noise.

A panel is a group of real people’s mailboxes, watched with their consent. Because the mailboxes belong to real people, a panel can show engagement as well as placement. But panels cover only a few large providers. They also cannot see mail refused before it reached a panelist’s mailbox, so their inbox figures tend to look better than seed figures for the same campaign.

Two rules follow. Never compare placement numbers produced by different methods. And treat any single test as a lead, not a verdict: act once a second source, such as Postmaster Tools, your bounces, or your clicks by provider, agrees.


Averages mislead; provider thresholds do not

It is tempting to hold your rates up against an industry average. The comparison rarely means what it seems to.


Myth: if your open or click rate beats the industry average, your deliverability is fine.

In fact: two reported rates are often different measurements with the same name. One ESP counts automatic image downloads as opens; another filters them out. One divides by messages sent; another by messages delivered. One audience reads mostly in Apple Mail; another sits behind corporate link scanners. An average blends all of these. Beating it tells you little about your inbox placement.

Compare yourself with yourself instead: the same ESP, the same definitions, month after month. A change in your own trend means far more than a gap with someone else’s.

The numbers that do carry weight are the ones mailbox providers set on their own data. Since February 2024, Gmail has required senders to keep the spam rate reported in Postmaster Tools below 0.3%. Google also advises staying below 0.10% and never reaching 0.30%.9 Those figures apply to Postmaster Tools, not to your ESP’s complaint report, which counts complaints differently. Yahoo publishes its own figure, which Chapter 3 covers; do not assume Gmail’s 0.10% advice applies there.

Bounces have no such line. As of September 2026, neither Google’s nor Yahoo’s sender guidelines set a bounce-rate limit. Watch your hard bounces against your own normal, and treat any jump as a sign that your list needs attention. Chapter 8 covers bounce handling.


A monthly measurement routine

Measurement only helps if you look regularly, the same way each time. Set aside an hour on the same day each month.



	Gather last month’s campaign numbers from your ESP: delivered, hard bounces, complaints, unsubscribes, clicks, and the results you care about, such as orders, donations, or sign-ups.

	Open Postmaster Tools. Check the spam rate for the last 30 days against the 0.10% target, and look for any Needs work item in Compliance status. Scan Delivery errors and Authentication for anything new.

	Compare with your own last three months, not with an industry figure.

	Split the numbers by mailbox provider if your ESP allows it. A problem at one provider can hide inside a healthy total.

	Look for numbers that disagree. Opens up while clicks and results stay flat, or a falling spam rate alongside falling Gmail clicks, deserves a closer look.

	Write down what changed that month: a new ESP, a list import, a redesign, a new sending schedule. Most surprises trace back to one of these.

	Choose one action, and check next month whether it worked.



During a large campaign or any big change, check the spam rate weekly as well.


What to do


	Retire the open rate as your headline number. Report results, clicks, complaints, and unsubscribes first.

	Tie every campaign to a result you can count, such as an order, a donation, or a sign-up that traces back to the email.

	Ask your ESP how it counts. Find out whether opens include automatic image downloads, whether clicks exclude security scanners, and whether rates divide by sent or delivered mail.

	Set up Google Postmaster Tools for the domain your mail is authenticated with, and give a colleague access.

	Ask your ESP to add campaign identifiers so the Feedback loop dashboard can show which mail draws complaints.

	Test before big changes. Run a seed test before switching templates, domains, or ESPs, and confirm any bad result with a second source.

	Put the monthly routine on the calendar, with a named owner.





Check yourself


	Do you know whether your ESP’s open rate includes automatic image downloads?

	Do you track a result, such as orders or donations, for every campaign?

	Can you tell an automated click from a real one in your reports?

	Is Google Postmaster Tools set up for the domain your mail is authenticated with, and has someone looked at it this month?

	Is your Gmail spam rate below 0.10%?

	Do you compare your numbers with your own history rather than with industry averages?

	Do you confirm a bad placement test with a second source before acting?




For current requirements and more depth, see this chapter’s companion page.
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Chapter 8: Keeping the List Healthy

Picture an online bookstore that has sold new and used books for six years. Everyone who ever bought a book, entered a giveaway, or signed up for new-release alerts is still on its list. Nobody has ever been removed, because every address felt like a potential sale. The weekly email goes to all of them. This autumn, the team notices two numbers rising at the same time. More messages bounce back with each send, and more recipients report the email as spam. Then the release-day email for a much-awaited novel brings in half the orders the last one did. The emails look the same as ever. The list is the same list. That is the problem: it is six years older, and nobody looked after it.

A list is not something you build once. This chapter shows how to keep it healthy.


A list decays even when nobody leaves

Chapter 1 described how an honest list drifts. People change jobs and abandon addresses. Interests fade, and subscribers stop reading without ever unsubscribing. Some abandoned addresses start refusing mail. A few are later turned into spam traps, as Chapter 4 explained.


None of that shows up as a decision anyone made. It shows up in your reports as bounces, complaints, and silence. Each of those signals needs its own response, and together they make up list hygiene: removing the addresses that no longer belong, before providers judge you by them.


Bounces tell you which addresses are gone

A bounce is a message the receiving server refused. Your email service provider (ESP) records the reason, usually as a short code followed by some text. You do not need to read every code. You need to know the first digit.



Permanent and temporary failures

The standard for these codes sorts every failure into two classes.1 A code that starts with 5 is a permanent failure: sending the same message again will not work unless something changes. A code that starts with 4 is a temporary failure: the message was fine, something got in the way, and a later attempt may succeed.


Two examples show the difference:

5.1.1   The address has no mailbox at this domain. Permanent.
4.2.2   The mailbox is over its storage limit. Temporary.

In most ESP reports, a permanent failure is called a hard bounce, and a temporary one a soft bounce.


What to do with each

Hard bounces about the address: suppress at once. An address that does not exist will not start existing. (A permanent failure can also be about you rather than the address; see below.) Every further attempt tells the provider you are not keeping track of your list. Make sure your ESP stops mailing a hard-bouncing address after the first failure, not the third.


Soft bounces: let the retries run, then set a limit. Your ESP retries temporary failures on its own. One soft bounce means little. The same address failing send after send is different: a mailbox that stays full for weeks has usually been abandoned.

How many is too many? M3AAWG, an industry group of mailbox providers and senders, leaves the exact rule to each sender. As of its February 2015 best practices, though, it considers it good practice to remove an address that bounces at least two times in a row, over two weeks or more.2 The two-week span allows for a receiving server that had a bad day. Check what your ESP does with repeated soft bounces, and set its rule no looser than that.

The providers point the same way. Google tells senders to unsubscribe recipients automatically once they have several bounced messages.3 Yahoo asks senders to watch both hard and soft bounces and to remove invalid recipients promptly.4


When bounces are about you, not the address

Not every permanent failure means a bad address. A provider can also refuse mail because of your sending reputation or your authentication. One sign is hard to miss. When one address bounces, that address is the problem. When hundreds of addresses at the same provider bounce in the same hour, your sending is the problem.


Do not suppress those recipients. Their addresses work. Chapter 9 shows how to read those refusals and fix the cause.


Unsubscribes and complaints end the conversation at once

An unsubscribe is a clear instruction. So is a complaint, even though it arrives through the spam button. Handle both the same way: stop marketing mail to that person immediately.


Gmail and Yahoo expect bulk senders to act within about two days (Chapter 3), and several laws set their own deadlines (Chapter 10).

Do not aim for the deadline. Aim for the moment the request arrives. A person who asks to leave and then receives another promotion reaches for the spam button, and that report counts against you.

Complaints deserve the same speed. Your ESP collects them from the providers that report them back. Confirm that it suppresses complaining recipients from marketing mail automatically, rather than just counting them.

Many people who complain never meant to leave everything. They simply got more than they wanted. A preference page that lets subscribers choose fewer emails, or only certain topics, gives them a better button to press.


A sunset policy decides who stops getting mail

Bounces and unsubscribes remove themselves. The harder group is the people who stay on the list and do nothing. They do not bounce, complain, or leave. They just stop engaging, and providers notice.


A sunset policy is a written rule for that group: how long someone can go without engaging before you reduce their mail, try to win them back, and finally stop.


Define engagement by what people do

Base the rule on actions a person had to take: clicks, replies, and purchases. Do not base it on opens. As Chapter 7 explains, an open is an image download, and some mail apps fetch images whether or not anyone reads the message.


Clicks need a second look too. A click alone can come from security software that follows links to check them, not from a person. Chapter 7 covers how to tell the difference. A click followed by a visit to your site, a reply, or an order is the signal to trust.


Choose a window that fits how often you send

There is no single right inactivity window. The right one depends on how many chances a person has had to act.


Start from your sending frequency. A subscriber who receives a daily email has seen a great many messages in a few months. A subscriber to a quarterly newsletter may have seen only a handful in a year. Set the window so that everyone it catches has ignored many messages, not just a few.

Then adjust for how your customers buy. A bookstore customer who orders every holiday season may look inactive for most of the year and still be glad to hear from you in November. Where purchases or logins show that a person is still a customer, count them, even if the email itself went unclicked.

Write the window down, apply it to everyone, and review it once a year.


Reduce before you remove

Sunsetting is a slope, not a cliff. As a subscriber cools off, send them less: your best campaign of the month rather than every campaign. Chapter 5 describes how to match frequency to engagement. Only people who stay silent at the lower frequency move on to the win-back.


Myth: removing inactive subscribers shrinks your results.

In fact: people who have ignored you for a long time produce few sales, and mailing them adds complaint risk without adding the positive reactions that offset it. A smaller list of people who read often brings in more than a large list that mostly sits unopened in spam folders.


Ask before you let go

Before you stop mailing someone, ask them directly whether they still want to hear from you. This is a win-back, or re-engagement, sequence. Yahoo’s best practices recommend it too, suggesting that senders ask inactive subscribers from time to time to confirm they still want the mail.5


Keep it short. Two or three messages, a week or so apart, are enough. We recommend this shape:


	Remind them who you are. Use the From name they signed up with. Say plainly that you have not heard from them in a while.

	Give them a reason to stay. Offer something they would value: a discount, a useful guide, or a look at what they have missed. For the bookstore, that might be early access to next season’s releases.

	Make staying easy, but make it deliberate. Put a clear “Keep me on the list” button at the top. It should open a page where the person presses a button to confirm, not act on the click alone: security software that checks links makes that first click for people who never opened the message (Chapter 7). Offer a lighter option on the same page, such as a monthly digest, and an easy way to leave.

	Say what happens next. Tell them that if you do not hear back, you will stop emailing them. That is honest, and it often prompts a response.



Then do what you said. Anyone who confirms on the page, replies, or buys goes back to the active group. Anyone who does not respond stops receiving marketing mail. Do not keep them “just in case.” A person who ignores a direct question about whether they want your mail has given you an answer.

A win-back is not a new permission. If a person has asked you to stop, whether by unsubscribing or complaining, do not send them one. Nor does it create permission that ran out: where your right to mail someone rested on a purchase or an inquiry that has since expired, asking them to re-confirm is itself mail you may no longer send (Chapter 10).


Suppress, do not delete

When an address leaves your mailing, put it on a suppression list rather than deleting it. A suppression list is a record of addresses your ESP must never mail, whatever list they turn up on.


The reason is practical. Deleted addresses come back. A sales export gets imported. An old spreadsheet surfaces. A colleague uploads last year’s event contacts. If the address is gone from your system, nothing stops it from being mailed again. If it is suppressed, the import skips it.

Keep separate reasons on the record: hard bounce, repeated soft bounce, unsubscribe, complaint, sunset. The reason decides whether an address may ever return. A sunset address can come back if the person signs up again. An unsubscribe or complaint should come back only through a new sign-up by that person.

Carry the suppression list with you. When you change ESPs, move it before the first send, as Chapter 5 describes. A new ESP that starts without it will mail every bounce and every unsubscribe you already removed.

A person may also ask you to erase their data entirely, which is a different request from unsubscribing. Chapter 10 covers erasure requests and what records to keep.


Validation services are a filter, not permission

Address validation services check whether an address is likely to accept mail. They look for obvious errors in the format, domains that cannot receive mail, and, in many cases, mailboxes that do not exist.


They help in two places. At sign-up, a check can catch a mistyped domain and ask the person to correct it, as Chapter 4 recommends. Before mailing a file you have not used in a long time, a check can remove many addresses that would bounce. M3AAWG counts a list that has not been mailed in a year or more as a dirty list.6 If you must use such a file, validate it, then send a reconfirmation first rather than a promotion — and check first that you may lawfully email those people at all. Where consent has lapsed, the reconfirmation is not a way back in: in Canada a message asking for consent counts as a commercial message and needs consent of its own (Chapter 10).

They also have limits. A validation service can tell you a mailbox exists. It cannot tell you whether its owner wants your mail, remembers you, or ever asked to hear from you. A valid address that never gave consent still complains.

Myth: a validated list is a clean list.

In fact: validation is not permission. It removes some bounces. It does nothing for complaints, for inactive subscribers, or for addresses that were never yours to mail. Where a list came from matters more than what a checker says about it.


What to do


	Check your ESP’s bounce rules. Confirm hard bounces that name the address are suppressed after the first failure, and repeated soft bounces after no more than two in a row over at least two weeks.

	Watch for bounces at one provider. When many addresses at the same provider bounce at once, stop and investigate your sending before suppressing anyone.

	Suppress unsubscribes and complaints immediately. Confirm both happen automatically, for body links, one-click requests, and complaint reports alike.

	Define engagement as clicks, replies, and purchases. Remove opens from every rule that decides who stays on your list.

	Write down your sunset window. Base it on how often you send and how your customers buy, and apply it to everyone.

	Reduce mail to cooling subscribers before you remove anyone.

	Run a short win-back sequence for inactive subscribers, then stop mailing those who do not respond.

	Keep a suppression list with reasons, and move it with you whenever you change ESPs.

	Validate old files before any send, and never treat a passed check as consent.





Check yourself


	Does your ESP stop mailing an address after a hard bounce that says the address does not exist?

	Do you have a limit for repeated soft bounces?

	Does every unsubscribe and complaint take effect at once?

	Is your definition of an inactive subscriber based on clicks, replies, and purchases rather than opens?

	Do you have a written sunset window that fits your sending frequency?

	Do inactive subscribers get a chance to stay before you stop mailing them, on a page that needs a real press rather than a link visit?

	Would an old import be blocked from re-adding addresses you removed?




For current requirements and more depth, see this chapter’s companion page.
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Chapter 9: When Things Go Wrong

Picture a local newspaper whose morning newsletter goes out at six o’clock to about 30,000 readers. It carries the day’s headlines, the obituaries, and the high-school scores, and people open it with their coffee. One Tuesday, the editor’s own copy is missing from her inbox. She finds it in her spam folder. By nine, readers are calling the front desk to ask where the newsletter went. By ten, the email service provider’s (ESP’s) report shows something worse: at a second mailbox provider, thousands of messages were refused outright. The newsletter is the same one the paper has sent for years. What changed is the list. The week before, the circulation team added a subscriber file from a smaller paper the company had bought, some of it years old.

Two symptoms, two providers, one cause. This chapter shows how to find it, fix it, and win back your place in the inbox.


First, ask whether the mail was accepted

Every delivery problem falls on one side of a simple line: did the receiving mail server accept the message, or not?


If it refused the message, or asked your ESP to try again later, the server left a written reply. Your ESP stores that reply, so you have evidence to read.

If it accepted the message and then filed it in the spam folder, there is no error at all. Your report shows the message as delivered. The Introduction explains why “delivered” does not mean “seen,” and Chapter 7 shows how to spot this problem in your numbers.

The two sides need different checks, so settle this question before anything else. The newspaper had both at once, which is common. A problem with your reputation, meaning the record providers keep of how recipients treat your mail (Chapter 1), shows up differently at each provider.


Match the symptom to its likely cause

Most problems a business sender meets fit one of four symptoms. Start with the one you can see.



Messages refused

What you see: your ESP reports bounces, often many at the same provider in a short time.


Likely causes: the addresses no longer exist, your sending address or domain is on a blocklist, the provider has lost trust in your reputation, your authentication failed, or the provider objected to the content.

First check: read the reason text in the refusal, as the next section describes. It usually names the category. When hundreds of addresses at one provider bounce within an hour, the addresses are not the problem. Your sending is. Do not suppress those recipients, as Chapter 8 warns.


Messages delayed

What you see: mail arrives hours late, or your ESP shows messages waiting to be retried at one provider.


Likely causes: the provider is limiting how fast it accepts your mail, often because you sent more than usual at once. Or it is holding back mail because your reputation has slipped. Now and then, the receiving system is simply having trouble.

First check: does the delay ease when your ESP sends more slowly? If it does, you were sending too fast, and a steadier pace fixes it. If delays continue at a lower pace, treat them as an early warning of a reputation problem. Temporary refusals often come before permanent ones.

Myth: when a provider delays your mail, retrying harder gets it through.

In fact: pushing more mail at a provider that is holding you back tells it you ignore its signals. That can turn a delay into a refusal. Slow down instead.


Messages in the spam folder

What you see: clicks and sales from email fall. Recipients say they found you in spam. Your delivery rate still looks normal.


Likely causes: complaints (recipients marking your mail as spam), weak engagement, a list that includes people who never wanted your mail, a break in authentication, or, less often, content.

First check: is it one provider or all of them? Split your clicks by mailbox provider if your ESP allows it.


	At every provider, the cause is on your side, where every filter sees it. Check authentication first: SPF, DKIM, and DMARC are the records that prove your mail comes from you, and Chapter 2 explains each. Then look at complaints, bounces, and recent list additions. Content comes last, and Chapter 6 covers it.

	At one provider, the cause is how that provider sees your reputation. A message that reaches the inbox at one provider and the spam folder at another is rarely a content problem. Look at that provider’s data, described later in this chapter.




A listing on a blocklist

What you see: a refusal that names a blocklist, or a sudden rise in refusals at several receiving systems at once.


Likely causes: mail to spam traps, meaning addresses nobody reads that exist to catch poor list practices (Chapter 4); many complaints; an old or purchased file; or a hacked account or sign-up form.

First check: look up each address and domain you send from, including the domains in your links and your ESP’s tracking links. Chapter 6 explains why link domains matter. The blocklist section below shows how to check.

The newspaper’s problem crossed three of these rows. The old file carried abandoned addresses and traps. One provider started filing the mail as spam. A blocklist caught the traps, and a second provider that uses that list refused the mail.


Read the refusal before you do anything else

A refusal is the most useful evidence you will get. Most people never read one.



Where to find it

Your ESP keeps a record for each recipient. Look for a bounce report, a delivery log, or the event history for one recipient address. Pick an address at the provider with the problem, and open the detail. You want the full text the receiving server sent back, not just the word “bounced.” If your ESP shows only a category, ask its support team for the raw reply.



The parts that matter

A refusal has three parts worth reading. Here is an invented example:


Recipient:  reader@example.net
Remote:     mx1.example.net
Status:     5.7.1
Reply:      550 5.7.1 Message refused. Sending IP 192.0.2.25 is listed on a
            DNS blocklist. See https://blocklist.example.org/lookup/192.0.2.25


	The status code. Chapter 8 explains the first digit: 5 means permanent, 4 means temporary. That tells you whether retrying can help. It does not tell you why.

	Who refused it. The recipient’s domain and the name of the receiving server tell you which provider, or which company’s mail system, turned you away. Group refusals by provider before you draw conclusions.

	The reason text. This is the part that explains. Read it word for word.



The reason text usually points to one category:


	The address: “no such user,” “mailbox does not exist.” A problem with that address only.

	A blocklist: a list is named, often with a web address to look it up. Go to the blocklist section.

	Authentication: SPF, DKIM, or DMARC is mentioned, or the text says the message is unauthenticated. Go back to Chapter 2.

	Reputation or policy: “access denied,” “blocked,” or wording about your sending address. This is the provider’s own decision about you.

	Content: the message or a link is described as spam.



Many refusals include a web address. Follow it. It is usually the provider’s own explanation of the code and what to do next.

One refusal is worth knowing by name. As of September 2026, Microsoft sends mail to its Junk folder when a high-volume sender to Outlook.com fails its authentication rule, and it may refuse that mail with code 5.7.515 if the issue remains unresolved. Chapter 3 covers that rule and its source.


Blocklists: check, fix, then ask

A blocklist is a list of internet addresses and domains that someone judges to be sending spam. Mail systems look up each incoming message against the lists they trust. A listing on a widely used one can block your mail at many receiving systems at once.



Which lists matter

Hundreds of blocklists exist. Most have little effect, and a free lookup site will almost always find you on some obscure one. What matters is who uses the list.


Two kinds matter for a business sender:


	Lists of sending addresses. These hold the numeric IP addresses that mail comes from. Spamhaus, one of the most widely used operators, runs several such lists and offers them combined as one. One of its lists is not an accusation at all. It marks address ranges, such as home internet connections, that should not send mail directly.

	Lists of domains. These hold domain names seen in spam, including domains in links. Spamhaus runs one of these too. A listed link or tracking domain can hurt mail that is otherwise clean.



If you send through a shared IP address at your ESP, a listing of that address is the ESP’s to handle. A listing of your own domain is yours.


How to check

Use the blocklist operator’s own website. Spamhaus, for example, offers a lookup for an IP address or a domain from its homepage.1 Check the IP addresses your ESP sends from, the domain in your From address, and every link and tracking domain in your messages. The refusal text often tells you which list to check first.



How delisting works

For a legitimate sender, a listing almost always traces back to list data: traps, complaints, purchased or very old files, or a hacked form or account. So the order matters.



	Find and fix the cause. Stop mailing the source that caused it. Asking for removal while the problem continues wastes the request and makes the next one harder.

	Follow the operator’s own process. Spamhaus says many domain listings expire on their own once the activity stops. For earlier removal, it directs you to its lookup, and warns that submitting the form does not guarantee removal.2 When the listed IP address belongs to your ESP, ask your ESP to request removal.

	Keep watching. A second listing soon after the first is treated more harshly.



Myth: a paid service can get you off a blocklist faster.

In fact: legitimate delisting is free. Spamhaus says there is never a charge to remove any of its listings, that any offer to remove one for a fee is a scam, and that no outside party can speed up a removal.3 Do not pay anyone to delist you.


Recover in the right order

Once you know the cause, recovery follows the same order every time. Skipping a step usually means repeating the incident.



	Stop sending to the risky segment. For a bad import, pause mail to that file at once. If you suspect a hacked account, pause all sending until you have secured it.

	Confirm the cause. Most incidents trace to one of four things: a new or old list source, a sudden jump in volume, a break in authentication, or a compromised account or sign-up form. Match the start of the problem to what changed around that date.

	Fix it. Remove the bad source from your list and suppress its addresses. Repair authentication. For a compromise, change every password and access key, turn on two-step sign-in, and remove any access you do not recognize. Suppress every complaint from the incident, and every bounce whose reason text names the address, such as “no such user” or “mailbox does not exist.” Leave the rest on your list: a refusal about your reputation, a blocklist, or your authentication is not a bad address, and suppressing it deletes subscribers who were never the problem.

	Resume with your most engaged subscribers. Start with people who have recently clicked, replied, or bought. They are the recipients most likely to show providers that your mail is wanted.

	Increase slowly. Add less engaged groups in steps, and watch refusals, delays, and complaints at each provider before each step. If delays rise at one provider, hold your volume there until they ease. Chapter 5 describes how to ramp volume this way.



Expect recovery to take weeks, not days. Reputation is built from many days of behavior, so it returns only as weeks of wanted mail replace the bad record, as Chapter 1 explains.

Myth: the fastest fix is a new domain or a new IP address.

In fact: anything new starts as a stranger to mailbox providers, as Chapter 5 explains, and the list that caused the trouble comes with you. Fix the cause and rebuild the domain you have.


Contact a provider only after you fix the cause

Providers offer ways for senders to report problems. None of them override a filter for a sender who has not fixed the cause. Use them to clear what remains after you have.



Gather the evidence first

Assemble this before you contact anyone:



	The exact refusal text, copied word for word, with the status code.

	When the problem started, and what changed around then.

	The IP addresses and domains you send from. Your ESP can supply these.

	Proof that authentication passes: the authentication results line from the headers of a recently delivered message.

	Your daily volume to that provider over the past few weeks.

	The provider’s own data about you, from the tools below.

	The full headers of a recent affected message.

	What you fixed, and when.




Gmail

Google Postmaster Tools, which Chapter 7 covers, is Gmail’s dashboard for senders. Its data covers only personal Gmail accounts.


As of September 2026, Postmaster Tools includes a “Report delivery issue” feature. Google describes it for messages classified as spam or phishing by mistake, rejected, or temporarily failing. To use it, your domain must be verified in Postmaster Tools, it must meet Google’s sender guidelines, and the message must pass SPF and DKIM with a From domain that matches. You pick your domain, create a report, and fill in the message details. Google offers to fill the form from a copy of the message. You can then follow the report’s status under “Reported issues.”4

Google does not offer this help to high-volume senders that break its rules, including its spam-rate ceiling. Chapter 3 covers those conditions.


Microsoft

As of September 2026, Microsoft’s Outlook.com postmaster site lists these services for senders to Outlook.com:5



	Smart Network Data Services (SNDS) is free. It shows how Outlook.com users rate your mail, and how Microsoft views the IP addresses you send from. It reports by sending IP address, so on a shared IP your ESP holds this data.

	Junk Email Reporting Program (JMRP) sends you a copy of each message a user marks as junk or phishing, headers included. Suppress each of those recipients.

	Support provides escalation for deliverability problems at Outlook.com. Meet Microsoft’s sending policies, which Chapter 3 covers, before you use it.



Business recipients whose mail runs on Microsoft 365 use a separate system. As of September 2026, Microsoft’s guide says:6


	A refusal with a code from 5.7.606 to 5.7.649, reading “banned sending IP,” means your IP address is on its blocked senders list. Request removal at its Office 365 Anti-Spam IP Delist Portal. Enter the address that received the bounce and the IP address from the message, one of each per visit, then confirm through the email it sends you. Microsoft says results vary, and lifting the block might take 24 hours or more.

	A refusal with code 5.7.511 cannot be fixed through that portal. Forward the bounce to delist@microsoft.com with the full bounce text and IP address. Microsoft says it will contact you within 48 hours.



On a shared IP address, pass these refusals to your ESP rather than filing them yourself.


Yahoo and AOL

As of September 2026, the contact page of Yahoo’s Sender Hub offers these paths:7



	Problems delivering mail to AOL or Yahoo mailboxes, through a button to open a ticket.

	Complaint Feedback Loop, to set up and manage the program that sends you a report when a Yahoo user marks your mail as spam. Ask your ESP whether your sending domain is enrolled.

	Report abuse from AOL and Yahoo domains, which is for mail those domains send, not your own problems.

	An email address for general questions, and another for developer questions.



When you open a ticket, include the refusal text and the evidence above.


Other providers

Other providers, such as Apple’s iCloud Mail, publish their own postmaster pages with their requirements and a contact route. Many refusals link to them. Use only the contact route on the provider’s own page. Ignore addresses found on forums or offered by third parties.


Whichever provider you contact, send one complete request and wait. Repeated partial requests slow things down. Keep a record of each contact: the date, the channel, what you sent, and the answer.


Ask your ESP the right questions

Your ESP sees more of your sending than you do, and it has usually handled incidents like yours before. During an incident, ask it:



	“Can you send me the refusal text for my mail, grouped by provider?” You need the words, not just the counts.

	“Are the IP addresses I send from on any blocklist, and have you already asked for removal?” On a shared address, the ESP’s compliance team may already be working on it. Duplicate requests do not help.

	“Can you slow my delivery to that provider?” A steadier pace eases delays caused by sending too fast.

	“Which of this incident’s bounces were address failures, and are those and every complaint suppressed?” Ask for the split by reason, not a single count, and include mail sent before you paused.

	“Has anyone accessed my account or used my access keys unexpectedly?” Ask for the access log if volume jumped without a reason.

	“What does the provider data you hold show?” On shared addresses, the ESP holds data such as Microsoft’s SNDS reports.

	“Will you contact the provider for me, or support my request?” Some providers respond better to the network that owns the sending addresses.




What to do


	Decide whether the mail was accepted. Check your ESP’s logs for refusals or delays before you look for a spam-folder problem.

	Match the symptom to one of the four rows in this chapter, and run its first check.

	Read the full refusal text for several recipients at the affected provider, and group refusals by provider.

	Check blocklists on the operator’s own website for your sending IP addresses, your From domain, and every link domain.

	Stop sending to the source of the problem, and fix the cause before asking anyone for help.

	Resume with engaged subscribers, and add others in slow steps while watching each provider.

	Gather the evidence, then use the provider’s official channel, or ask your ESP to.

	Record the incident: what happened, the cause, what you changed, and how long recovery took.





Check yourself


	Can you tell, from your ESP’s logs, whether a problem is a refusal, a delay, or a spam-folder placement?

	Do you know where your ESP shows the full refusal text for one recipient?

	Have you checked your sending IP addresses and link domains on the blocklist operators’ own sites?

	Did you fix the cause before requesting removal or contacting a provider?

	Did you resume with your most engaged subscribers, not your full list?

	Do you have the evidence a provider will ask for, gathered in one place?

	Would you refuse any offer to remove a blocklist listing for a fee?




For current requirements and more depth, see this chapter’s companion page.
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Chapter 10: Staying Legal

Picture a craft brewery in Canada that has mailed a monthly newsletter to local fans for years. Last spring it opened an online shop, and orders began arriving from the United States and from several European countries. The owner asked a brewer friend across the border how he handles email. His answer was simple: add everyone who buys or leaves a card at a tasting, and let them unsubscribe if they mind. The brewery copied that practice for every new customer, wherever they lived. It also added the contacts it collected at a trade fair in Europe. A few months later, a customer in Europe asked the brewery to delete everything it held about her, and nobody knew what that meant for the mailing list.

The brewery’s mail was friendly and honest. Its problem was that it followed one country’s rule in three places.


Read this first: this is not legal advice

This chapter describes the common ground between three laws that affect many business senders: the United States’ CAN-SPAM Act, Canada’s anti-spam legislation (CASL), and the European Union’s rules on marketing email. It is an overview. It does not tell you which law applies to your situation, and it is not legal advice.


Laws change, and they have exceptions this chapter leaves out. Before you rely on any rule here, check the official source and talk to a lawyer who knows your business and the countries you mail.

Which law matters usually depends on where your recipients are, not only on where you are based. One newsletter sent to customers in three countries can fall under all three laws at once.


What the three laws agree on

If every message meets these shared rules, you have covered most of the ground.


Say who you are. The From name, the sending address, and the other header details must be accurate and must identify the business behind the message. The US guidance says this directly.1 Canada requires every commercial message to name the sender, and the business it is sent for if that is different.2 The EU bans marketing email that hides or disguises who it is from.3

Do not deceive. The US rule is explicit: the subject line must reflect what the message contains.4 Other countries have their own rules on misleading marketing, which this chapter does not cover. Chapter 6 showed why misleading subject lines and headers cost you complaints.

Give a way to reach you. US law requires a valid physical postal address in every commercial message. That can be a street address or a registered post office box.5 Canada requires a mailing address plus a phone number, email address, or web address.6

Offer a working unsubscribe, and honor it. All three regimes require a way to stop the mail. Each sets its own terms for how long the link must work and how fast you must act, covered below.

Myth: if your email is legal, it will reach the inbox.

In fact: the law sets a floor, and mailbox providers build well above it. The US and Canadian laws allow up to 10 business days to act on an unsubscribe, and the EU sets no fixed number. Gmail and Yahoo expect bulk senders to act within days, as Chapter 3 explains. Acting that fast also keeps you inside those legal limits.


Where they differ: consent

The laws part ways on one question: do you need permission before you send?



United States: you may send first

CAN-SPAM is an opt-out law. You do not need consent before sending commercial email. You do need to let people leave, and to stop when they ask.


The law covers any email whose main purpose is promoting a commercial product or service. It reaches far beyond bulk mail, and email to other businesses is covered too.7 Messages whose only purpose is a transaction the person already agreed to, such as a receipt or a shipping notice, are exempt from most of its rules. They still may not contain false routing information.

The requirements, according to the Federal Trade Commission’s (FTC) guide for business as of September 2026:8


	Mark the message clearly as an advertisement. The law allows flexibility in how.

	Explain clearly how to opt out, with a reply address or another simple online method.

	Keep the opt-out able to take requests for a minimum of 30 days from each send.

	Honor an opt-out within 10 business days.

	Do not charge a fee, ask for anything beyond an email address, or require more than a reply or a visit to one web page.

	Do not sell or pass on the address of anyone who opted out.

	Check what anyone mailing on your behalf is doing. Hiring an agency does not move your legal responsibility to them.



The same guide states that each email in violation can bring a penalty of up to $53,088. It also lists harvesting email addresses among the acts that carry criminal penalties, which is one reason Chapter 4 warns against scraped lists.9


Canada: ask first

CASL works the other way. You may send a commercial message only to someone who has consented, and if you rely on consent, the burden of proving it is yours.10


Consent comes in two forms.

Express consent means the person said yes when you asked. When you ask, you must say why you are asking.11 You must also say who is asking, give a mailing address plus a phone number, email address, or web address, and say that consent can be withdrawn.12

Implied consent covers a narrow set of situations the law lists. The one most businesses rely on is an existing business relationship. A purchase from you creates it for two years before the day you send. An inquiry about your products creates it for six months.13 A few narrower cases exist, such as an email address the person published without refusing marketing, when your message relates to their work. Implied consent runs out. Express consent lasts until the person withdraws it.

Asking for consent is covered too. Under CASL, an email, text or other electronic message asking for consent is itself a commercial message.14 You cannot send one to people who have not already consented.

Every message must identify you and give contact details that stay valid for at least 60 days after sending. The unsubscribe mechanism must also keep working for at least 60 days. And an unsubscribe must take effect without delay: the Act’s outer limit is 10 business days from when the person sends the request.15 The Act, as current to July 21, 2026, sets the maximum penalty for a violation at $1,000,000 for an individual and $10,000,000 for any other person.16


European Union: ask first, with one narrow exception

The EU’s rule on sending comes from the ePrivacy Directive. Marketing email is allowed only to people who have given their prior consent.17


The Directive also allows one exception for existing customers. It applies only when all of these are true:


	You got the person’s email address from them when they bought a product or service from you.

	You are the same business that made the sale.

	You are marketing your own similar products or services.

	You gave the person a clear, free, and easy way to object when you collected the address, and you give one in every message.



Because this is a directive, each member state wrote it into its own law, and the details differ. Countries do not all read the exception the same way, and some treat business addresses differently. Check the rules in each country you mail.

What counts as consent comes from the General Data Protection Regulation (GDPR), as in force in September 2026. It must be freely given, specific, informed, and unambiguous, shown by a statement or a clear action. A pre-ticked box is not that. You must be able to show that the person consented, and withdrawing must be as easy as giving consent.18

The GDPR also gives people two rights that land directly on your list. A person can object to direct marketing at any time, and once they do, you may no longer use their data for it. A person can also ask you to erase their data. When they have withdrawn consent or objected to marketing, you must erase it without undue delay, unless you have another legal ground to keep it.19

The EU rules set no fixed number of days for stopping the mail. The GDPR says that after an objection the data must no longer be used for marketing. It also says you must tell the person what you did about their request without undue delay, and within one month of the request. In complex cases that period can be extended, but stopping the marketing should never wait.20


Keep records you can show

Chapter 4 recommended recording how each subscriber joined. Under CASL and the GDPR, that record is how you prove consent, so make it complete. For each person, keep:



	Who consented: the email address or another identifier.

	When and from where: the date and time in UTC, and the submitting IP address.

	What they agreed to: a copy of the form and the exact wording they saw at the time, not today’s version.

	How they consented: the form, the checkout box, or the conversation.

	Whether they withdrew, and when.



Once you edit a sign-up form, the live page no longer shows what earlier subscribers agreed to. Save a dated copy each time you change it.

CAN-SPAM has no consent to prove. Its equivalent record is the opt-out: who asked to stop, and when.


Erasure and the suppression list

Chapter 8 recommended suppressing addresses rather than deleting them. An erasure request seems to conflict with that. The person wants everything gone, but without a record of their address, the next import could put them back on your list.


The common approach is to delete the person’s data but keep a minimal entry on your suppression list, marked so it is never used for marketing. That entry exists to meet your legal duty not to market to them again. The GDPR allows keeping data where that is needed to comply with a legal obligation.21 Whether and how that applies to your records is a question for your lawyer. Decide your approach before the first request arrives.


Build to the strictest rule

If you mail people in more than one country, do not keep a separate rulebook for each. Build one practice that meets the strictest rule you face:



	Get consent before you send, and record it.

	Put your business name, postal address, and a working unsubscribe in every message.

	Act on unsubscribes at once. That keeps you inside every legal limit here, and inside the provider rules in Chapter 3.

	Never send a win-back message to someone who asked you to stop.



Go back to the brewery. Its American customers could lawfully receive the newsletter. Its Canadian buyers from the past two years had implied consent, so the brewery could still email them. It used that time to ask for express consent. Its European buyers were never offered a way to object when they gave their addresses, so the existing-customer exception did not cover them. The brewery stopped emailing them and the trade-fair contacts. It invited them to sign up through its website and its shop’s checkout, never by email, text or other electronic message.


What to do


	Map where your recipients are, and list the laws that may apply to each group.

	Check every template for an accurate From name, an honest subject line, your business name, and a postal address.

	Test your unsubscribe from a real message, and confirm the address stops receiving marketing mail at once.

	Add consent to every sign-up path that reaches Canada or the EU, with an unticked box and plain wording.

	Stop emailing anyone you cannot lawfully mail, and ask for consent only where they will next visit you, never by email, text or other electronic message.

	Store a consent record with who, when (UTC), the IP address, what they saw, how, and any withdrawal, and save a dated copy of every sign-up form.

	Write down how you handle erasure requests, including the minimal suppression entry you keep.

	Ask a lawyer to review your practice for the countries you mail.





Check yourself


	Do you know which countries your recipients are in?

	Does every marketing message show your business name and postal address?

	Does every unsubscribe take effect at once?

	For recipients in Canada and the EU, can you show when and how each one consented?

	Do you keep a copy of the exact sign-up wording each person saw?

	Do you know what you will do when someone asks you to erase their data?

	Has a lawyer reviewed your email practice?




For current requirements and more depth, see this chapter’s companion page.
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Where to Go from Here

You have reached the end of the book, but not the end of the work. Every campaign you send produces evidence about itself: complaints, bounces, clicks, and silence. That evidence is meant to change something, either who is on your list next month or what you send them. Senders who feed it back rarely have emergencies. Senders who file the report and move on find out later, all at once.


Where to start

Where you begin depends on where you stand today.


Your mail is landing in spam right now. Start with Chapter 9. It takes you from the symptom to the cause and tells you what to fix first. Read Chapter 2 next if the cause turns out to be authentication, and Chapter 1 if it turns out to be reputation.

You are setting up a new program. Work through Chapters 2 to 5 in order. Prove who you are, meet what the big providers require, build a list of people who asked to hear from you, then grow your volume slowly.

Nothing is wrong. Put a review in the calendar once a quarter. Take the “Check yourself” list at the end of each chapter and answer it for your own program. Every “no” is a piece of work for the next quarter, done while the problem is still small.


When a rule moves

Mailbox providers revise what they ask of senders. That is why every rule in this book carries the date it was checked. Appendix A gathers those rules into one dated table. Before you act on a number you remember from a chapter, look it up there. For the current version of any rule, check the companion website.



Your next step

This book is a snapshot of rules that keep moving. Its companion website, emailmarketing.net, carries the same material in more depth, updated as providers change their requirements, along with free tools to check your own setup.


Start with your own setup. The domain check reads your SPF, DKIM, DMARC, and MX records, checks your domain against blocklists, and explains what it finds in plain words. If you have a message that went to spam, the header analyzer reads its headers for you.

If you have worked through Chapter 9 and are still stuck, ask for a deliverability audit. An audit looks at your authentication and alignment, your DMARC reports and whatever provider data you can share, such as Google Postmaster Tools and Microsoft SNDS, the major blocklists, how you collect addresses, how you handle bounces and complaints, and how often you send. You receive prioritized findings, with the evidence behind each one, and a call to go through them.

To keep reading, the reference is free and covers the same ground in plain language.

We do not promise inbox placement; nobody honestly can. What you can do is send mail people want, prove it came from you, and keep listening to what recipients tell you. Do that every month, and you are sending the kind of mail providers are built to deliver.
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